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Dear Yee Xiong,

The Office of the Washington State Auditor has received and completed our response to
your public records request sent in via email, as follows:

Can you please send me the Award Documents (bid tabulation, award letter)
and the proposal response by the winning vendor for the following bid(s)?

Name: Security Assessment Services
Bid Number: K689-RFQQ-2303

Or just the following award information if the document is not available or a fee is
required for obtaining the document?

Awarded To:

Awarded Date:
Awarded Amount:

In response, we have attached all the responsive records found to fulfill your request with
us, as well as the redaction codes used. Please let us know if you have any questions,
concerns or issues regarding this request. We will now consider this closed.

Sincerely,

Mary Leider, CPRO

Public Records Officer, Office of the Washington State Auditor
(564) 999-0919 | www.sao.wa.gov
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Exhibit A-1 - BiddersCertification-Emagined Signed Final.pdf

EXHIBIT A-1 — BIDDER’S CERTIFICATION

Competitive Solicitation:

No. K689-RFQQ-2303

Bidder: | Emagined Security, Inc
Type/print full legal name of Bidder
Bidder’s Address: | 2816 San Simeon Way, San Carlos CA 94070

Type/print Bidder’s Address

Bidder Organization Type:
Check appropriate box

Corporation: V] Domestic O Foreign
Limited Liability Company (LLC): O Domestic O Foreign
Partnership: O Domestic O Foreign

Sole Proprietorship: O

* Note: A sole proprietorship is an unincorporated business owned and run by an
individual with no distinction between the business and the owner. It is not a legal
entity. It simply refers to a person who owns the business and is personally responsible
for its debts and who pays personal income taxes on profits earned from the business. If
you are a bidder who operates a business on your own, you automatically are a sole
proprietor unless you have adopted a business structure (e.g., corporation, LLC,
partnership).

State of Formation
for
Corp./LLC/Partnership:

California
Type/print the state where the corporation, LLC, or partnership is formed —e.g.,
‘Washington’ if domestic and the name of the state if ‘Foreign’ (i.e., not Washington)

Organization’s startup date

3/2002

Doing Business Under

Another Name:
Check appropriate box

State whether Bidder has been doing business under another name
during the past five years:

M Bidder has NOT done business
under another name

[ Bidder HAS done business
under another name

If Bidder HAS done business under another name, provide the name(s)
and addresses:

Name:

Address:
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Bidder, through the duly authorized undersigned, makes this certification as a required element of
submitting a responsive bid. Bidder certifies, to the best of its knowledge and belief, that the following
are true, complete, correct, and made in good faith:

1.

UNDERSTANDING. Bidder certifies that Bidder has read, thoroughly examined, and fully understands
all of the provisions in the Competitive Solicitation (including all exhibits) and the terms and
conditions of the Contract and any amendments or clarifications to the Competitive Solicitation,
and agrees to abide by the same.

AcCURACY. Bidder certifies that Bidder has carefully prepared and reviewed its bid and fully
supports the accuracy of the same. Bidder further understands and acknowledges that SAO shall
not be responsible for any errors or omission on the part of Bidder in preparing its bid. Bidder
certifies that the facts declared here are true and accurate. Bidder further understands and
acknowledges that the continuing compliance with these statements and all requirements of the
Competitive Solicitation are conditions precedent to the award or continuation of the resulting
Contract.

No CoLLUSION OR ANTI-COMPETITIVE PRACTICES. Bidder certifies that Bidder has not, either directly or
indirectly, entered into any agreement, participated in any collusion, or otherwise taken any
action in restraint of free competitive bidding in connection with this Competitive Solicitation.
Bidder certifies that Bidder’s bid prices have been arrived at independently, without engaging in
collusion, bid rigging, or any other illegal activity, and without for the purpose of restricting
competition any consultation, communication, or agreement with any other bidder or competitor
relating to (a) those prices, (b) the intention to submit a bid, or (c) the methods or factors used to
calculate the prices offered. Bidder certifies that Bidder has not been and will not knowingly
disclose its bid prices, directly or indirectly, to any other bidder or competitor before award of a
Contract, unless otherwise required by law. Bidder certifies that Bidder has made no attempt and
shall not make any attempt to induce any other person or firm to submit or not to submit a bid
for the purpose of restricting competition. Bidder, however, freely may join with other persons
or organizations for the purpose of presenting a bid.

FIRM OfFFer. Bidder certifies that its bid, attached hereto, is a firm offer which cannot be
withdrawn for a period of sixty (60) days from and after the bid due date specified in the
Competitive Solicitation. SAO may accept such bid, with or without further negotiation, at any
time within such period. In the event of a protest, Bidder’s bid shall remain valid for such period
or until the protest and any related court action is resolved, whichever is later.

CONFLICT OF INTEREST. Bidder certifies that, in preparing this bid, Bidder has not been assisted by
any current or former employee of the State of Washington whose duties relate (or did relate) to
this Competitive Solicitation, or prospective Contract, and who was assisting in other than his or
her official, public capacity. Neither does such a person nor any member of his or her immediate
family have any financial interest in the outcome of this bid.

No REIMBURSEMENT. Bidder certifies that Bidder understands that the State of Washington will not
reimburse Bidder for any costs incurred in the preparation of this bid. All bids become the
property of the State of Washington, and Bidder claims no proprietary right to the ideas, writings,
items, or samples unless so stated in the bid.

PERFORMANCE. Bidder certifies that Bidder understands that its submittal of a bid and execution
of this Bidder’s Certification certifies Bidder’s willingness to comply with the Contract, if awarded
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such. By submitting this bid, Bidder hereby offers to furnish the goods and/or services solicited
pursuant to this Competitive Solicitation in compliance with all terms, conditions, and
performance requirements contained in this Competitive Solicitation and the resulting Contract
or, if applicable, as detailed on a Contract Issues List, if permitted, in this Competitive Solicitation.

8. INSURANCE. Bidder certifies as follows (must check one):

M BIDDER HAS REQUIRED INSURANCE. Bidder has attached a current, valid Certificate of
Insurance for each and all of the required insurance coverages as specified in the
Contract (note: Bidder must attach the Insurance Certificate).

OR

O Bipbper WiLL OBTAIN REQUIRED INSURANCE. Bidder does not have a current, valid
Certificate of Insurance for each and all of the required insurance coverages as
specified in the Contract but, if designated as the Apparent Successful Bidder, Bidder
will provide such a Certificate of Insurance, without exception of any kind, to SAO
within fifteen (15) days of such designation or notification by SAO or be deemed a
nonresponsive bid.

OR

[0 BipDER DOES NOT HAVE REQUIRED INSURANCE. As detailed on the attached explanation
(Bidder to provide), Bidder does not have a current, valid Certificate of Insurance for
each and all of the required insurance coverages as specified in the Contract and, if
designated as the Apparent Successful Bidder would not be able to provide such a
Certificate of Insurance to SAO within fifteen (15) days of such designation.

9. DEBARMENT. Bidder certifies as follows (must check one):

M No DeBarRMENT. Bidder and/or its principals are not presently debarred, suspended,
proposed for debarment, declared ineligible, or voluntarily excluded from contracting
with any federal, state, or local governmental entity.

OR

[0 DeBARRED. As detailed on the attached explanation (Bidder to provide), Bidder
and/or its principals presently are debarred, suspended, proposed for debarment,
declared ineligible, or voluntarily excluded from contracting with a federal, state, or
local governmental entity.

10. CRIMINAL OFFENSE. Bidder certifies as follows (must check one):

M No CriMINAL OFFENSE. Bidder and its officers, directors, and managers have not, within
the three (3) year period preceding the date of this Competitive Solicitation, been
convicted or had a civil judgment rendered against Bidder or such officers, directors, and
managers for commission of fraud or a criminal offense in connection with obtaining,
attempting to obtain, or performing a governmental contract; violation of any federal or
state antitrust statute; or commission of embezzlement, theft, forgery, bribery,
falsification or destruction of records, making false statements, or receiving stolen
property. Bidder further certifies that Bidder and its officers, directors, and managers
are not presently indicted or otherwise criminally or civilly charged by a governmental
entity with commission of any of the offenses enumerated in this paragraph.

OR
0 CrIMINAL OFFENSE. As detailed on the attached explanation (Bidder to provide), within
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the three (3) year period preceding the date of this Competitive Solicitation, Bidder
or its officers, directors, or managers have been convicted or had a civil judgment
rendered against Bidder or such officers, directors, or managers for commission of
fraud or a criminal offense in connection with obtaining, attempting to obtain, or
performing a governmental contract; violation of any federal or state antitrust
statute; or commission of embezzlement, theft, forgery, bribery, falsification or
destruction of records, making false statements, or receiving stolen property.

11. WAGE THEFT PREVENTION. Bidder certifies as follows (must check one):

M No WAGE VioLATions. Bidder has NOT been determined by a final and binding citation
and notice of assessment issued by the Washington Department of Labor and Industries
or through a civil judgment entered by a court of limited or general jurisdiction to have
willfully violated, as defined in RCW 49.48.082, any provision of RCW 49.46, RCW 49.48,
or RCW 49.52 within three (3) years prior to the date of the above-referenced
Competitive Solicitation date.

OR

O ViotATIONS OF WAGE LAWS. Bidder has been determined by a final and binding citation
and notice of assessment issued by the Washington Department of Labor and
Industries or through a civil judgment entered by a court of limited or general
jurisdiction to have willfully violated, as defined in RCW 49.48.082, a provision of
RCW 49.46, RCW 49.48, or RCW 49.52 within three (3) years prior to the date of the
above-referenced Competitive Solicitation date.

12. CwvILRIGHTS. Bidder certifies as follows (must check one):

M CompLIANCE WITH CIVIL RIGHTS REQUIREMENTS. Bidder complies with all applicable
requirements regarding civil rights. Such requirements prohibit discrimination against
individuals based on their status as protected veterans or individuals with disabilities,
and prohibit discrimination against all individuals based on their race, color, religion, sex,
sexual orientation, gender identity, or national origin.

OR

0 Non-ComPLIANCE WITH CIVIL RIGHTS REQUIREMENTS. Bidder does not comply with all
applicable requirements regarding civil rights.

13.  WORKERS’ RIGHTS (EXECUTIVE ORDER 18-03). Bidder certifies as follows (must check one):

M No MANDATORY INDIVIDUAL ARBITRATION CLAUSES AND CLASS OR COLLECTIVE ACTION WAIVERS
FOR EmpPLOYEES. Bidder does NOT require its employees, as a condition of employment,
to sign or agree to mandatory individual arbitration clauses or class or collective action
waivers.

OR
L1 MANDATORY INDIVIDUAL ARBITRATION CLAUSES AND CLASS OR COLLECTIVE ACTION WAIVERS FOR
EmpPLOYEES. Bidder requires its employees, as a condition of employment, to sign or
agree to mandatory individual arbitration clauses or class or collective action
waivers.

14. TERMINATION FOR DEFAULT OR CAUSE. Bidder certifies as follows (must check one):

M No TERMINATION FOR DEFAULT OR CAUSE. Bidder has not, within the three (3) year period
preceding the date of this Competitive Solicitation, had one (1) or more federal, state, or
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local governmental contracts terminated for cause or default.
OR

[0 TERMINATION FOR DEFAULT OR CAUSE. As detailed on the attached explanation (Bidder
to provide), within the three (3) year period preceding the date of this Competitive
Solicitation, Bidder has had one (1) or more federal, state, or local governmental
contracts terminated for cause or default.

15. TAxes. Bidder certifies as follows (must check one):

M Taxes PaiD. Except as validly contested, Bidder is not delinquent and has paid or has
arranged for payment of all taxes due to the State of Washington and has filed all
required returns and reports as applicable.

OR

[0 DELINQUENT TAXEs. As detailed on the attached explanation (Bidder to provide),
Bidder has not paid or arranged for payment of all taxes due to the State of
Washington and/or has not timely filed all required returns and reports as applicable.

16.  FINANCIALLY SOLVENT. Bidder certifies as follows (must check one):

M FinANCIALLY SOLVENT. Bidder is financially stable and solvent, has adequate cash
reserves to meet all financial obligations, has not commenced bankruptcy proceedings
voluntarily or otherwise, and is not subject to any judgments, liens, or encumbrances of
any kind affecting title to any Goods or Services that are the subject of this Competitive
Solicitation.

OR

[0 NoTFINANCIALLY SOLVENT. As detailed on the attached explanation (Bidder to provide),
Bidder is not financially stable and solvent —i.e., Bidder does not have adequate cash
reserves to meet all financial obligations, has commenced bankruptcy proceedings
voluntarily or otherwise, or is subject to a judgment, lien, or encumbrance that
affects title to the Goods or Services that are the subject of this Competitive
Solicitation.

17. LAWFUL REGISTRATION. Bidder, if conducting business other than as a sole proprietorship certifies
as follows (must check one):

M CURRENT LAWFUL REGISTRATION. Bidder is in good standing in the State of Washington
and the jurisdiction where Bidder is organized, including having timely filed all required
annual reports.

OR
0 DELINQUENT REGISTRATION. As detailed on the attached explanation (Bidder to

provide), Bidder currently is not in good standing in the State of Washington and/or
the jurisdiction where Bidder is organized.

NoTe: This certification applies only to bidders that are organized as separate legal entities (e.g.,
a corporation, partnership, limited liability company). If bidder is a sole proprietor, this
certification should not be answered.

18. REGISTRATION WITH WASHINGTON SECRETARY OF STATE. Bidder, is conducting business other than as a
sole proprietorship, certifies as follows (must check one):

M BIDDER IS REGISTERED WITH WASHINGTON SECRETARY OF STATE. Bidder is registered with the
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Washington Secretary of State, is in good standing, and has the following Unified
Business ldentifier (UBI) number: 603 431 654.

OR

[0 BiDDER WILL REGISTER WITH WASHINGTON SECRETARY OF STATE. Bidder is not registered
with the Washington Secretary of State but, if designated as the Apparent Successful
Bidder, Bidder will register with the Washington Secretary of State and obtain a UBI
number within twenty-four (24) hours of such designation or notification by SAO or
be deemed a nonresponsive bid.

OR

[0 BIDDER IS NOT REGISTERED WITH WASHINGTON SECRETARY OF STATE. Bidder is not registered
with the Washington Secretary of State and Bidder declines to register with the
Washington Secretary of State. Note: SAO requires all awarded bidders (including
Washington firms and out of state firms) to be registered with the Washington
Secretary of State. Bidders who are not registered will not be awarded a Contract.

NoTE: This certification applies only to bidders that are organized as separate legal
entities (e.g., a corporation, partnership, limited liability company). If bidder is a sole
proprietor, this certification should not be answered.

19. REGISTRATION WITH WASHINGTON STATE DEPARTMENT OF REVENUE. Bidder certifies as follows (must
check one):

M BIDDER IS REGISTERED WITH WASHINGTON STATE DEPARTMENT OF REVENUE. Bidder is
registered with the Washington State Department of Revenue, has a business license to
do business in Washington, and has the following Unified Business Identifier (UBI)
number: 603010821.

OR

[0 BipDER WiLL REGISTER WITH WASHINGTON STATE DEPARTMENT OF REVENUE. Bidder is not
registered with the Washington State Department of Revenue but, if designated as
the Apparent Successful Bidder, Bidder will register with the Washington State
Department of Revenue and obtain a business license within twenty-four (24) hours
of such designation or notification by SAO or be deemed a nonresponsive bid.

OR

[0 BIDDER IS NOT REGISTERED WITH WASHINGTON STATE DEPARTMENT OF REVENUE. Bidder is not
registered with the Washington State Department of Revenue and Bidder declines
to register with the Washington State Department of Revenue. Note: SAO requires
all awarded bidders (including Washington firms and out of state firms) to be
registered with the Washington State Department of Revenue. Bidders who are not
registered will not be awarded a Contract.

20. SUBCONTRACTORS. Bidder certifies as follows (must check one):
M No SUBCONTRACTORS. If awarded a Contract, Bidder will not utilize subcontractors to
provide the goods and/or services subject to this Competitive Solicitation.
OR
[0 SuBCONTRACTORS. As detailed on the attached explanation (A-2 Bidder Profile), if

awarded a Contract, Bidder will utilize subcontractors to provide the goods and/or
services subject to this Competitive Solicitation. In such event, Bidder certifies that,
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as to SAQ, Bidder shall retain responsibility for its subcontractors, including, without
limitation, liability for any subcontractor’s acts or omissions. Note: Bidder must
provide the precise legal name (including state of organization), business address,
and federal tax identification number (TIN) for each subcontractor. Note: Do not

provide any SSN.

21. WASHINGTON SMALL BUSINESS. Bidder certifies as follows (must check one):

[0 WASHINGTON SMALL BUSINESS. Bidder is a Washington Small Business as defined in
RCW 39.26.010. To qualify as a Washington Small Business, Bidder must meet three

M NoT WASHINGTON SMALL BUSINESS. Bidder is not a Washington Small Business as defined

(3) requirements:

Location. Bidder’s principal office/place of business must be located
in and identified as being in the State of Washington. A principal
office or principal place of business is a firm’s headquarters where
business decisions are made and the location for the firm’s books
and records as well as the firm’s senior management personnel.

Size. Bidder must be owned and operated independently from all
other businesses and have either: (a) fifty (50) or fewer employees;
or (b) gross revenue of less than seven million dollars ($7,000,000)
annually as reported on Bidder’s federal income tax return or its
return filed with the Washington State Department of Revenue over
the previous three consecutive years.

WEBS Certification. Bidder must have certified its Washington Small
Business status in Washington’s Electronic Business Solution

(WEBS).

OR

in RCW 39.26.010.

22.  CERTIFIED VETERAN-OWNED BUSINESS. Bidder certifies as follows (must check one):

O CerTiFIED VETERAN-OWNED BUSINESS. Bidder is a Certified Veteran-Owned Business
under RCW 43.60A.190. To qualify as a Certified Veteran-Owned Business, Bidder

must meet four (4) requirements:

51% Ownership. Bidder must be at least fifty-one percent (51%)
owned and controlled by:

(a) A veteran as defined as every person who at the
time he or she seeks certification has received a
discharge with an honorable characterization or
received a discharge for medical reasons with an
honorable record, where applicable, and who has
served in at least one of the capacities listed in
RCW 41.04.007;

(b) A person who is in receipt of disability
compensation or pension from the department of
veterans affairs; or

(c) An active or reserve member in any branch of the
armed forces of the United States, including the
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national guard, coast guard, and armed forces
reserves.
= Washington Incorporation/Location. Bidder must be either an entity
that is incorporated in the state of Washington as a Washington
domestic corporation or, if not incorporated, an entity whose
principal place of business is located within the State of Washington.
= WEBS Certification. Bidder must have certified its Veteran-Owned
business status in Washington’s Electronic Business Solution
(WEBS).
=  WDVA Certification. Bidder must have provided certification
documentation to the Washington Department of Veterans’ Affairs
WDVA) and be certified by WDVA and listed as such on WDVA's
website (WDVA — Veteran-Owned Businesses).

OR

M NoT A CERTIFIED VETERAN-OWNED BUSINESS. Bidder is not a Certified Veteran-Owned
Business under RCW 43.60A.190.

23. SOFTWARE, EQUIPMENT, PERSONNEL, & SUPPLIES. Bidder certifies as follows (must check one):

M HAs SOFTWARE, EQUIPMENT, PERSONNEL, & SUPPLIES. Bidder currently possess all necessary
software, equipment, qualified personnel, and supplies to provide the services as defined
in the solicitation.

OR

[0 WiLL OBTAIN SOFTWARE, EQUIPMENT, PERSONNEL, & SupPLIES. Bidder does not currently
possess all necessary software, equipment, qualified personnel, and supplies to
provide the services as defined in the solicitation, but, if designated as the Apparent
Successful Bidder, Bidder will provide evidence satisfactory to SAO that it has
obtained and possess all necessary software, equipment, qualified personnel, and
supplies to provide the services as defined in the solicitation, without exception of
any kind, to SAO within twenty-four (24) hours of such designation or notification by
SAO or be deemed a nonresponsive bid.

OR

[0 Does NoT HAVE SOFTWARE, EQUIPMENT, PERSONNEL, & SUPPLIES. Bidder currently does not
possess all necessary software, equipment, qualified personnel, and supplies to
provide the services as defined in the solicitation.

24. REFERENCES. Bidder certifies that the references provided to SAO have worked with Bidder and
that such individuals and firms have full permission, without any additional requirement or
release, to provide such references and information to SAO. Bidder hereby authorizes SAO (or its
agent) to contact Bidder’s references and others who may have pertinent information regarding
Bidder’s prior experience and ability to perform the Contract, if awarded. Bidder hereby
authorizes such individuals and firms to provide such references and release to SAO information
pertaining to the same.

25. ETHIcs. The proposer must be aware of and comply with the Washington State Ethics in Public
Service laws and rules. Refer to Chapter 42.52 Revised Code of Washington and Chapter 292
Washington Administrative Code, The proposer must be aware of and comply with the
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26.

Or

Washington State Ethics in Public Service laws and rules. Refer to Chapter 42.52 Revised Code of
Washington and Chapter 292 Washington Administrative Code, RCW 42.52 and WAC 292.
NON-AUDIT SERVICES. Bidder certifies that non-audit services have not been performed on behalf
of state agencies or local governments in Washington State see GAO-21-368G, Government
Auditing Standards: 2018 Revision Technical Update April 2021 at any time during the previous
four years by our firm or by any individual relative to this proposal.

Bidder is disclosing that non-audit services have been performed during the previous four years
by our firm on behalf of state agencies or local governments in Washington State. The Bidder
understands that additional assurances will be required related to the nature of the non-audit
services provided to state agencies or local governments selected for inclusion in the audit to
certify that I/we meet Government Auditing Standards 2018, General Standards for
Independence.

Date

Audited Entity Describe non-audit Audited entity contact
services
provided

27.

28.

29.

The contractor warrants that all persons performing work under this contract and any
subcontracts are free from personal and external impairments to independence.

The project staff and subcontractors identified in Exhibit D - Qualifications will be assigned for the
duration of the project. We agree that no substitutions or deletions of project personnel will occur
without first requesting and the receiving approval, in writing, from the State Auditor’s Office

Bidder identifies the following firm principals as participants in the Washington State 2008 Early
Retirement Factor Program...

PARTICIPANTS

Bidder further certifies that it shall provide immediate written notice to SAO if, at any time prior to a
contract award, Bidder learns that any of its certifications set forth herein were erroneous when
submitted or has become erroneous by reason of changed circumstances.
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| hereby certify, under penalty of perjury under the laws of the State of Washington, that the certifications
herein are true and correct and that | am duly authorized to make these certifications on behalf of the

Bidder listed herein.

BIDDER NAME: Emagined Security, Inc
Print Name of Bidder — Print full legal entity name of the firm submitting the Bid
If Bidder is a sole proprietor, print the full legal name of the individual who is the Bidder submitting the Bid

H Digitally signed by David Sockol
DaVI d S OC ko Date: 2023.04.14 08:21:58 -07'00'

By: David Sockol

Signature of Bidder’s authorized person Print Name of person making certifications for Bidder
Title: CEO Place: San Carlos, CA

Title of person signing certificate Print city and state where signed

Date:  April 4, 2023
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Exhibit A-2 - BiddersProfile-Emagined FInal_Redacted.pdf

CONFIDENTIAL AND SENSITIVE

ExHIBIT A-2 — BIDDER’S PROFILE

Competitive Solicitation:

No. K689-RF

-2303

Bidder:

Emagined Security, Inc

Type/print full legal name of Bidder

BIDDER INFORMATION

Legal name of Bidder:
Address of Bidder:

Note: This must match information from Bidder’s
Washington Business License.

Emagined Security, Inc

Business Name

2816 San Simeon Way
Address

San Carlos, CA 94070
City, State, Zip Code

Organization Summary:

The proposer must provide a summary of the
organization/firm/individual’s pertinent expertise,
skills, client base and services that are available for
this project

Emagined Security is a 22-year-old
Cybersecurity Consulting Company specializing
in Penetration Testing, Managed Services and
Security Assessment Services with full time
resources specializing in comprehensive
penetration testing of all services. Emagined
provide services to Government customers,
State and Local Governments, High Tech and
Financial institutions and other critical
infrastructure verticals.

Emagined Security has logged over 175,000
hours of penetration testing and performed
10,000 penetration tests over 22 years with the
average pen tester experience at 10+ years.

Emagined Security has extensive experience in
Web Application Penetration Testing, Network
Penetration Testing, SCADA, API, Mobile.
Wireless and Web Socket Penetration testing as
well as extensive OSINT Experience.

Bidder’s Washington State Department of Revenue
Registration Number/Unified Business Identifier
(UBI) Number:

603010821
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CONFIDENTIAL AND SENSITIVE

BIDDER INFORMATION

Note: A nine digit UBI number is assigned to each
registered businesses in Washington.

Taxpayer Identification No. (TIN):

Note: Your TIN will be either a number issued by
the IRS (e.g., Employer Identification Number,
Federal Tax Identification Number) or a number
issued by the Social Security Administration (i.e.,
your Social Security Number). If your TIN is a SSN,
state that fact, but do NOT provide the SSN.

[24]

Is your firm certified as a minority or woman
owned business with the Washington State Office
of Minority & Women'’s Business Enterprises
(OMWBE)?

Yeslj No [

If yes, provide Bidder’s MWBE certification no.:

Is your firm a self-certified Washington Small
Business?

Note: See Exhibit A-1 — Bidder’s Certification for
criteria to qualify as a Washington Small Business

Note: Regardless of size, a qualifying business must
be owned and operated independently from all
other businesses. In regard to size, the gross
revenue thresholds, as reported on Bidder’s tax
returns, are as follows:

®*  Microbusiness: Annual gross revenue of less
than one million dollars.

®  Minibusiness: Annual gross revenue of more
than one million dollars, but less than three
million dollars.

= Small Business: Annual gross revenue of less
than seven million dollars over each of the
three prior consecutive years.

Yes|:| NOIX]

If yes, provide the location for Bidder’s principal
place of business:

If yes, what is your business size (based on
annual gross revenue)?

[
[
[]

Microbusiness
Minibusiness

Small Business

Is your firm certified as a Veteran-Owned Business
with the Washington State Department of Veteran
Affairs?

Note: See Exhibit A-1 — Bidder’s Certification for
criteria to qualify as a Certified Veteran-Owned
Business.

Yes[ | No&

If yes, provide Bidder’s WDVA certification no.

ExHIBIT A-2 — BIDDER’S PROFILE
(Rev 2021-12-01)
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CONFIDENTIAL AND SENSITIVE

CONTRACT MANAGEMENT POINTS OF CONTACT

Authorized Representative

Name
Email:
Phon

PRIMARY CONTACT

Contract Administrator

FORMER EMPLOYEE STATUS

If any employee of the proposer was an employee
of the State of Washington or a Washington local
government during the past 24 months, or is now
an employee of the State of Washington or
Washington local government, identify the
individual by name, state agency or local
government previously or currently employed by,
job title or position held and separation date.

Name: N/A

Title:
Separation Date:

Agency/Local Gov't:

Complete if using sub-contractors as indicated in Exhibit A-1

Sus CONTACTOR

Legal Name Address Phone and Services/Role OMWABE/Small/Veteran
and TIN# E-mail Owned

N/A

ExHIBIT A-2 — BIDDER’S PROFILE

(Rev 2021-12-01)
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CONFIDENTIAL AND SENSITIVE

REFERENCES (CONFIDENTIAL INFORMATION)

Provide a minimum of three (3) commercial or government references for which bidder has delivered
goods and/or services similar in scope as described in the Competitive Solicitation.

EXHIBIT A-2 — BIDDER’S PROFILE PAGE 4
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CONFIDENTIAL AND SENSITIVE

REFERENCE 1

Company Name:

Contact:

Phone:

Email:

Type of Services Performed:

REFERENCE 2

Company Name:

Contact:

Phone:

Email:

Type of Services Performed:

REFERENCE 3

Company Name:

Contact:

Phone:

Email:

Type of Services Performed:

REFERENCE 4

Company Name:

Contact:

Phone:

Email:

Type of Services Performed:

REFERENCE 5

ExHIBIT A-2 — BIDDER’S PROFILE PAGE 5
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CONFIDENTIAL AND SENSITIVE

Company Name:

Contact:

Phone:

Email:

Type of Services Performed:

REFERENCE 6

Company Name:

Contact:

Phone:

Email:

Type of Services Performed:

REFERENCE 7

Company Name:

Contact:

Phone:

Email:

Type of Services Performed:

Emagined has performed extensive penetration testing per end client. Services performed at most of
these locations include Web Application Penetration Testing, Network Penetration Testing, SCADA
Penetration Testing, Thick Client Penetration Testing, Wireless Penetration Testing, Firewall
Configuration reviews, Security Architecture Discussions, and reviews as well as AP| Penetration testing.
(All References are Confidential and should not be released to any third parties)
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Exhibit B - PerformanceRequirements-Emagined Final.pdf

EXHIBIT B — PERFORMANCE REQUIREMENTS

Competitive Solicitation: | No. K689-RFQQ-2303

Emagined Security, Inc

Bidder:
Type/print full legal name of bidder company

The following minimum qualifications are intended to ensure the proposer has adequate experience and expertise. If the consultant uses subcontractors, each subcontractor will be
required to meet the same data security and background check requirements and sign the same nondisclosure agreement in EXHIBIT F as the primary consultant.

Instructions:

Bidders submitting a proposal must complete and submit an Exhibit B for evaluation purposes.

Performance Requirements: Bidder must respond to each requirement as noted in the instructions below.

1. Review all requirements, priorities and provided definitions:
e Mandatory Pass/Fail (M): Minimum requirement; Bidder that does not meet this requirement will not be considered any further.
e Mandatory Scored (MS): Critical requirement; evaluators will score based on the degree to which Bidder's response meets the requirement.
e Desirable Scored (DS): Desirable requirement; evaluators will score based on the degree to which Bidder's response meets the requirement.
2. Using the Bidder Meets Requirement column, Bidder must select either a "Yes" or "No" to indicate the Bidder's ability to meet the requirement. Any entry that is not either a
"Yes" or "No", may be deemed non-responsive and will not be considered any further.
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PERFORMANCE REQUIREMENTS AND FACTORS

REQID

Performance Requirement and
Stated Business Need

Points
Available

Priority

Bidder’s
Compliance

Proposers and the supervising proposed staff must possess at least five years of experience in providing the proposed penetration
testing consulting services on a scale similar to a carrier class network.

Pass/Fail

Yes
L] No

Experience with large and small organizations in both government and private industries.

Pass/Fail

Yes
] No

The proposer must demonstrate that their staff collectively possess recent experience conducting all the IT security assessment
services described below:

i Vulnerability Assessments: Demonstrated experience in vulnerability assessments that include web applications,
thick client applications, mainframes, operational technology, network, and source code. In addition to experience,
qualifications could include at least one or more of the following certifications: certifications from Global
Information Assurance Certification (GIAC) including GPEN Penetration Tester Certification, Web application
Penetration Tester (GWAPT), Offensive Security Certified Professional (OSCP), Certified Ethical Hacker (CEH) or
equivalent certifications as determined by SAO.

ii. Wireless: Demonstrated experience in auditing and assessing wireless networks. In addition to experience,
qualifications could include GIAC Assessing and Auditing Wireless Networks (GAWN) or equivalent certifications as
determined by SAO.

iii. Penetration testing experience with web applications, thick client applications, mainframes, network, source code,
Industrial Control Systems (ICS), Medical equipment, Supervisory Control and Data Acquisition (SCADA) and other
Operational Technology (OT) that resides within local government and medical facilities, including exploitation of
discovered vulnerabilities in test environments or non-invasive/passive testing in production environments
containing highly sensitive information or mission critical systems requiring high availability. In addition to
experience, qualifications could include: certifications from Global Information Assurance Certification (GIAC)
including GPEN Penetration Tester Certification, Web application Penetration Tester (GWAPT), Offensive Security
Certified Professional (OSCP), Exploit Researcher and Advanced Penetration Tester (GXPN) or equivalent
certifications as determined by SAO.

iv. Expert-level knowledge and experience reviewing and providing recommendations to improve security over
complex network design and architecture.

Pass/Fail

Yes
1 No

EXHIBIT B—
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PERFORMANCE REQUIREMENTS AND FACTORS

REQ ID Performance Requirement and Points Priority Bidder’s
Stated Business Need Available Compliance
4, Ability and capacity to deliver services proposed. Pass/Fail M Yes
] No
5. Skills to communicate clearly and effectively both orally and in writing. Pass/Fail M Yes
O No
6. Skills to communicate effectively to a highly technical and non-technical audience, to include executives. Pass/Fail M Yes
] No
7. Contractor shall certify no contractor employee providing services to the state shall have been convicted of (a) a felony; or (b) a Pass/Fail M Yes
misdemeanor involving violence, sexual misconduct, or dishonesty. For each contractor employee (U.S. Citizen and Non U.S.
Citizen) Contractor shall: L1 No
Prior to the start date of any consultant employee hired in a “temporary to regular” status capacity, complete a Washington state
criminal background check and a criminal background check covering all states of residence for: (a) ten year period or (b) for so
long as the state records are available.
8. All services provided pursuant to this contract shall only be conducted within the United States. No data or confidential Pass/Fail M Yes
information shall be transmitted outside of the United States.
L] No
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Exhibit C - Quotations-Emagined 8 Pages Final.pdf

Competitive Solicitation No: K689-RFQQ-2303
EXHIBIT C— QUOTATIONS

BIDDER: Emagined Security, Inc

The size and complexity of each selected state agency and/or local government will vary.
The evaluation process is designed to award a contract to the Consultant(s) whose proposal best meets the
requirements of this RFQQ.

Instructions:
The State Auditor’s Office requires two price quotes and a sample proposal for a State Agency for this RFQQ.

1. Proposers must provide a single, not-to-exceed, “blended hourly rate” price quote for the contract term.
Proposers shall be bound by the hourly rate they quote in this RFQQ. The rates quoted will be considered
“not-to- exceed” rates. The blended hourly rate should include travel and any other anticipated
expenses. Note: Travel is anticipated to be limited and will need to be pre-approved.

2. Because the specific state agencies and/or local governments are not identified, bidders are instructed
to provide a bid (price quote) for the sample state agency listed below as well.

e Proposers must consider the following when completing the Price Proposal: Overtime rates are
not allowed.

e Quote all-inclusive rates in United States dollars to include travel and all expenses to
accommodate working with State Auditor’s Office. Consultants are required to collect and pay
Washington State taxes as applicable.

Columns left blank may be deemed nonresponsive and will not continue further in the process.

Blended Hourly Rate

Security Assessment Services S 170

Sample State Agency
Cost

Security Assessment Services S 29,920 *

* The request does not provide details of the application penetration tests requested so Emagined assumes
these are Level 1 Small Applications and Level 1 Testing

3. The Proposal must contain a comprehensive description of services including the following elements:

Project Approach/Methodology (MR) — Include a description of the proposed approach and methodology for
completing the testing, performing the analysis and preparing the report.
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Work Plan (MR) — Include all project requirements and the proposed tasks, services, activities, etc. necessary to
accomplish the testing in the scope of the project defined in this RFQQ. This section of the technical proposal
must contain sufficient detail to convey to members of the evaluation team the proposer’s knowledge of the
subjects and skills necessary to successfully complete the testing for this project. Include any required
involvement of State Auditor’s Office staff.

Project Schedule (MR) — Include a project schedule indicating when the testing would be completed and when
deliverables, would be provided. Bidders will consider that documentation detailing the testing completed to
identify issues, including screen shots as necessary, is required to support the detailed testing results
communicated to agencies.

Deliverables (MR) — Fully describe content and format of deliverables to be submitted under the proposed
contract.

The sample state agency is defined as having 1,000 employees; with structured and unstructured data, servers,
workstations, network devices, mobile systems, firewalls, virtual private networks and other systems prevalent
in an enterprise environment; has some internal development of web facing functions with reliance on third
party vendors for some functions; and has confidential data that includes PIl, HIPAA, criminal justice and
payment card information. The proposer should provide an estimated number of hours expected to be required
to complete all deliverables for this sample state agency audit. All the work will be completed remotely, with
the exception of the Industrial Control System, which will be completed on-site.

Penetration testing Scope: Internal and External

1. Internal Penetration testing

Internal testing is performed on assets and networks owned by the government agency. Internal systems are
used to conduct business internal to the organization.

Internal Application Testing:

(n Internal Application
o Web application
o Test environment
o Hosted locally
o Authenticated and unauthenticated
() Internal Application
o Thick Client
o Test environment
o Hosted locally
J Authenticated and unauthenticated
o Contains CJIS Data
(1 Industrial Control System -Regulating water for a community of 20,000 users

e The SCADA environment consists of a water treatment plant

e 3 Human Machine Interfaces (HMI); one at each of public works, the treatment plant and
maintenance facility.

e There are 15 remote sites with 2 Programmable logic controllers per site connecting back to public
works over the internet using site-to-site VPN’s.

(1) Configuration and design review of a Firewall
J Configuration review of the rules on one firewall
. design review of: 3 subnets, Business network, Guest network
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(V) Internal Network Penetration Testing: the scope is limited to 500 internal IPs and includes a sample from
the following:

o 1,000 Workstations

o 75 Servers Windows and Linux (Virtual and Physical)

o 10 Servers Windows and Linux (Cloud Hosted)

o 50 Multifunction Printers

o VLANs: management(IT), end user(business), VOIP, SCADA
. 2 AD Domains

2. External Penetration testing
External testing is performed on applications and services owned by the government organization. External
applications are those that are accessible by the public or select clientele by way of the internet.

(I) External Website Testing: Government’s public website (e.g. GovernmentName.gov)

o Production environment
o Hosted locally
. Unauthenticated

External Application Testing:
(1) External Application 1

. Mobile application (i0OS and Android)
o Production environment
o Hosted by vendor
o Authenticated only
(1) External Application 2
o Web Application
o Test environment
o Hosted in the cloud
o Authenticated and unauthenticated
COMPUTATION

The cost proposal will be scored by multiplying the price weight by the best value ratio. The price weight is
defined as the lowest proposed price divided by the vendor’s proposed contract price.

The best value ratio is defined as all other scored components (excluding costs) divided by the total possible
score for these components. This means that the overall score for the cost proposal will account for the
robustness of the proposer’s qualifications as well as their proposed price. We will include both the blended
hourly rate and the price quote in scoring the cost proposal. The cost proposal will be worth up to 10 percent of
the total possible points
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ADDENDUM TO EXHIBIT C: EMAGINED SAMPLE PROPOSAL

Comprehensive Description of Services - The following are work descriptions for tests that have been
simplified due to page limits for the requested tests.

Scope of Testing

1. Internal Penetration testing (Bullet Omitted Due to Page Limit)
Internal Application Testing:

(n Internal Application (Web)

(m Internal Application (Thick Client)

() Industrial Control System -Regulating water for a community of 20,000 users
(SCADA Test 30 Systems)
(IV)  Configuration and design review of a Firewall
(V) Internal Network Penetration Testing: the scope is limited to 500 internal IPs
2. External Penetration testing (Bullet Omitted Due to Page Limit)
(I) External Website Testing: Government’s public website (e.g.

GovernmentName.gov)
External Application Testing:
() External Application 1 (Mobile)
(1) External Application 2 (Web)

Web Application Penetration Testing

EMAGINED will assess CUSTOMER’s web application for security vulnerabilities on the following Web
Application(s). As such, EMAGINED will attempt to identify the implemented security controls or lack
of controls protecting against Internet-based attacks. Access attempts to the web application to
scan for vulnerabilities will take place from a location on the Internet, to mimic standard access
rights available to general Internet users. EMAGINED testing is designed to be exhaustive, which
means that the team will not stop at the first successful penetration but will continue to identify all
vulnerabilities and attack vectors.

EMAGINED will test the application’s security controls to determine if an attack may result in
inappropriately viewing, altering, or deleting information. During the assessment, EMAGINED wiill
perform testing activities mimicking two types of users:

» Unauthorized User attempting to gain access
= Authorized User trying to acquire and utilize enhanced or inappropriate privileges

EMAGINED will require several accounts provided by CUSTOMER to perform these tests. Testing will
include but is not limited to the following:

* Login testing - user accounts and passwords

= Encryption/SSL testing

» HTML code and form vulnerabilities

= Server and web server configuration or updating/patching failures or weaknesses
= Executable code testing such as buffer overflows and 1IS weaknesses

= Credential, authentication and cookie testing
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= Application code, back door or debug option weaknesses
» Hidden field manipulation

= Parameter tampering

= Cookie poisoning

Network Penetration Testing

EMAGINED will perform an external penetration test against the Internet architecture (i.e., firewalls,
DNS servers, routers, switches, load balancers, and supporting systems).

As such, EMAGINED will attempt to identify the implemented security controls or lack of controls
protecting against Internet-based attacks. Access attempts to the servers to scan for vulnerabilities
will take place from a location on the Internet, to mimic standard access rights available to general
Internet users.

If EMAGINED successfully penetrates the firewall and/or other filtering devices, EMAGINED will
attempt to gain access to systems behind the security mechanism. By attempting to gain access to
the systems on the subnet, EMAGINED will attempt to identify risks associated with the current
security configuration.

The Penetration Test will begin with passive probes that are designed to avoid detection and will be
escalated to aggressive active tests that should be easily detected. The penetration test of the
Internet-facing architecture will be structured as follows:

Passive Data Collection:

The initial phase of any security review involves extensive data collection and penetration
studies are no exception. The following methods may be used as part of this information-
gathering phase:

= Web searches and newsgroup browsing

= DNS zone transfers, InterNIC type queries

* |Pscanning and SNMP sweeps

= Network mapping with traceroute and other tools
= Social Engineering (if allowed)

= Initial target identification

Active Intrusion:

Once the active intrusion phase is begun, targets are more likely to be alerted to suspicious
activity. This phase serves to identify potential or known vulnerabilities that could be exploited
by intruders. This is the main analysis phase that correlates the information gathered. Methods
for performing this phase can include:

= Vulnerability scanning
= Portscanning

Aggressive Penetration:
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The aggressive phase is typically only used when a CUSTOMER needs to demonstrate actual data
or system compromises. This phase involves utilizing the identified vulnerabilities to gain access
to internal systems and networks. This phase typically utilizes many tools that may be available
in the public domain and are used by actual intruders. The penetration agreement tightly
controls the methods used during this phase, and activities are logged extensively.

SCADA Internal Network Penetration Test

EMAGINED will perform an internal SCADA Penetration Test against systems located in a secure
SCADA environment onsite at CUSTOMER. Due to the sensitive nature of SCADA testing, many
aspects of the SCADA testing will be determined at the review of the SCADA environment. Some
SCADA systems may require a more passive approach to testing with may include packet capture of
data and replay of data based on potential vulnerabilities. Since SCADA systems are production,
additional care will be provided to ensure systems are not exploited or aggressive testing does not
create system stability issues.

The following approach may be used to test the SCADA environment (Details Can Be Found in Exhibit
D Due to Page Limitations):

e Vulnerability Scanning with Validation

e Penetration Test

e Passive Penetration Scanner

e Sniffer on Core Switches with Manual Review
e Configuration Reviews of Systems

Based on the information provided by CUSTOMER, Emagined believes that utilizing the following
approach:

e Penetration Test - Low Level of Effort (VM / Physical Scanner Required to be Installed
in Network and Allowed to Connect with EMAGINED Facilities)

Mobile Application Penetration Test

EMAGINED will assess the mobile applications written to run on the Apple iOS or Android (pick one
platform to test) created for or by CUSTOMER for security vulnerabilities to enable clients to quickly
identify, assess and remedy security holes.

Applications may include standalone applications that run on the mobile platform or applications
created to communicate to databases, internet or internal servers, thick clients, 3rd party
applications, or other general commercial off the shelf (COTS) programs.

Applications are tested utilizing both authenticated and non-authenticated access to the application
to ensure a comprehensive approach is taken to validate the security of the application. The mobile
penetration test is accomplished by performing scheduled and selective probes of the mobile
application’s communication services, connections to the operating systems in which the
Application is loaded, key application functions, in search of those vulnerabilities. (Sub Bullets have
been limited to a sample set due to page limits)
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= Application Based Mobile Device Management
o Certificates
o URLFiltering
o Effective use of strong encryption
= Application Data Security
o Data Segmentation
o Encryption/SSL testing
= Application Code
o Application code, back door or debug option weaknesses
o Cookie poisoning
= Mobile Application Configuration
o Application patching and configurations
o Credential, authentication and cookie testing - Anti-Jailbreaking
= Backend Connected Systems
o Backend Patching and Configurations
o Backend Server Configuration

Application Penetration Test (Appliance)

EMAGINED will assess specific commercial off the shelf programs (COTS) in use by CUSTOMER or
custom built applications developed by CUSTOMER for security vulnerabilities to enable clients to
quickly identify, assess and remedy security holes.

Applications may include databases, thick or thin clients, 3rd party applications, or general
commercial off the shelf (COTS) programs, to include full host to end-user environments.

EMAGINED will specifically focus utilizing our methodology on the following company objectives:

= Engage individuals with expertise in software and platform security to provide an
independent view of the target’s robustness and platform security.

= The evaluation team will operate from an external (no credentials) point of view. NOTE:
Additional testing may be performed after credentials are provided if desired.

» Where the attacking team believes they have an exploit but cannot fully understand the
circumstances or details in which to trigger it, they may contact the CUSTOMER Platform
Security.

* Coordinate with CUSTOMER for assistance under the premise of saving time of which an
attacker would have at their disposal.

» Provide security testing that adds significant value beyond the multiple scanning tools that
CUSTOMER may utilize

EMAGINED will start the project by assessing the impact of potential interruptions on CUSTOMER
operations and business. EMAGINED will explain the ramifications of each identified potential
interruption and inform CUSTOMER of the processes necessary to reduce risks from the effects of
these potential interruptions. EMAGINED will prepare a general strategy for recovery, will identify
alternative responses that are practical for CUSTOMER and specify approaches necessary for
implementation. EMAGINED will work with CUSTOMER as its partner during its growth and search
for solutions designed to meet CUSTOMER’s steadily changing needs.
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Applications are tested utilizing both authenticated and non-authenticated access in order to ensure
a comprehensive approach is taken to validate the security of the application. The application
penetration test is accomplished by performing scheduled and selective probes of the application:
(Sub Bullets have been limited to a sample set due to page limits)

Costorn AppRcaton
External Network Layer
web-Ul [Frontend) Connection Services
Included In Web Application Penetration Test (VPN / Proxy / Data Transfer)
Application Layer R T
Included in Application Penetration Test e
Database Connection Layer Data Store
e | ™ peawa s et L
Host Host vk
e et || e
» Userinterface = Authentication
= Business logic = Authorization
= Application framework = Access control
= Communication services = Protocol analysis (manipulation /
fuzzing)
Testing will focus on a variety of security = Abuse of functionality / fraud

issues such as:

A custom application penetration test will be structured as a merging of application and network
penetration tests with detailed methodology changes that consider the different architectures. This
includes distinct testing components as depicted above.

Project Approach/Methodology (MR)

Emagined Security will follow the OWASP Top 10, NIST and CREST methodologies to complete the
assigned testing. As a CREST Certified company with highly certified and experienced Penetration
Testers, Emagined Security will utilize the appropriate model to perform the specific testing requested
for the state agency. An effective penetration test project approach and methodology start at
introduction to the project. The individual scoping the penetration testing must be equally skilled_in

penetration testing management, methodology and performance as the penetration testers. Emagined
Security Project Managers have over 25 years of experience working with Penetration Testing. Since
this sample Agency has CJIS data, ALL PENETRATION TESTER ASSIGNED TO THIS ENGAGEMENT WILL
HAVE CJIS CERTIFICATION AND WASHINGTON STATE BACKGROUND CHECKS COMPLETED. Emagined
has scoped these as Tier 1 applications to ensure competitiveness with other bids.

Based upon the sample organization , Emagined Security will provide the following staff:

e 1 Penetration Test Coordinator — Will provide scheduling and reviews of scoping, Rules of
Engagement (RoE) creation and coordination to ensure that the lead penetration tester can
meet the engagement obligations
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e 1 Project Lead / Principal Penetration Test Lead (with OSCP / OSWE Certification, CJIS
Certified) — Will provide day-to-day coordination of the penetration test objectives and ensure
that that ROE and scope are consistently met. Additionally, daily communications are handled
by the lead to ensure that agency objectives are met, and any critical or high vulnerabilities are
address in a timely manner

e 2 Senior Web Application Penetration Testers (with OSCP / CEH Certification, CJIS Certified) —
Will provide web application and thick client application testing

e 1 Web Application Penetration Tester (with minimum CEH Certification, CJIS Certified) — Will
handle static external web application

e 1 Network Penetration Testers (with minimum CEH Certification, CJIS Certified) — Will perform
internal and external penetration testing

Emagined Security employees over a dozen penetration testers and can staff multiple engagements of
this size simultaneously. This is a dedicated penetration test team and current members have been
background checked by the State of Washington including CJIS certification and undergone Washington
State Patrol fingerprint background checks.

At completion of the testing Emagined Security Senior Penetration Tester that is managing the project
will coordinate the accumulation of findings in reports specific to each test and work with the Emagined
Penetration Testing team to consolidate these identified findings into a report for SAO and Agency.

@ @
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tools fe.g ) Nessus, Nmap, machine that may contain zccounts.

SAINT login ar access *  Removal of hard drives for
*  ldentify ahternate routes & *  Create other methods for exploit at other locations.

backdoars Lg =T rplegs easy access such as *  Removal of information in
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targets for the next phase files/directaries *  Exploit Unsuthenticated accounts, placing back +  USB boot-keys, key loggers
*  Others users doors, or starting easily

exploited services/ports.

Work Plan (MR)

Emagined Security will initially assign a Senior Project Manager. This Senior Project Manager will then
assign a lead Penetration Tester to assist with coordination of the technical details of this engagement.
The Senior Project Manager will work with SAO to scope the appropriate tasks to be included within the
scope of the engagement. This scoping will determine appropriate applications, networks, systems and
services that should be in scope. Meetings will be scheduled between the SAO, State Agency and
Emagined Security to review items requested to be in scope by Agency to determine the Security risk
and value of the applications, systems and networks to ensure the engagement can be kept in the
appropriate budged allotted by the State Agency for the Agency testing.

The Workplan will include specifics on escalation of identified vulnerabilities, how communications
channels are defined and will provide comprehensive details of each application being tested. (Bullets
details have been removed due to page limits)
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e Attacker Persona e Monitoring

e Methods Allowed e Professional Manner
e Access to Results e Social Engineering

e Systems Allowed

Once the scope has been refined and approved by the State Agency and the SAO. Emagined Security will
work on creating a Rules of Engagement (RoE) Document that will detail out for the engagement the
scope of the work to be performed including Applications to be tested, External and Internal Networks,
SCADA systems, Mobile Applications and any other specific scoping items that will be tested. The RoE
will additionally provide a high-level methodology of the testing to be performed, the tools to be utilized,
dates and times of testing, the contacts for all individuals at SAO, Agency and Emagined Security involved
with the testing.

Based on the needs of the Agency and SAO for the specific engagement, Emagined Security will either
arrange travel to the location for testing or create a remote sensor that will enable Emagined Security
the ability to access and test remotely. Emagined will additionally assign the appropriate resources to
perform the specified tests. This testing will consist of Emagined Security penetration testers and will
not be outsourced to non-authorized individuals. All Members of the Emagined Security Penetration
Testing Team will be authorized to work in the United States, have completed CJIS training and
background checks as requested my SAO. Most Members of the Emagined Security Penetration Testing
team have additionally completed Washington State Background Checks and are held on file with the
State of Washington.

After Completion of the Rules of Engagement and Signature, Testing will commence on the dates and
times listed in the RoE. Testing will be scheduled with SAO and Agency to fit within the timing window
and will start application and network testing. Emagined Security will follow methodology presented to
SAO and Agency and will provide during the testing timeframes:

e Daily start and stop notices

e Daily quick check in meetings as necessary from the agency and SAO

e Daily status updates including any identified vulnerabilities broken down by the application or

network and % complete of the application testing
e Afinal Status update email
e Afinal debrief with the customer at the completion of the testing

Project Schedule (MR)

While scoping the penetration testing, the Emagined Team will identify how many hours are expected
to be utilized to perform all the testing and will create a Project Schedule. This schedule will be confirmed
with the SAO and Agency to meet their deadlines and requirements. Emagined will work with SAO and
Agency to determine what applications and networks can be tested during the period and will schedule
them appropriately. Additionally, Emagined will work with SAO and Agency to identify the need for any
additional time to handle issues or emergencies that may be identified during testing.

The project scheduled will then be defined initially by the State of Washington SAO office Rules of
Engagement that will lay out the applications, dates and contacts of the organization to be tested. This
workplan will expand to include the dates/times, contacts and communication to be provided during
the penetration testing. Each test is independently scheduled in the number of man weeks to perform
a test. As multiple penetration testers may be assigned to an engagement, these tasks may overlap in
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calendar weeks. A sample schedule may look like the following.
found in the “Exhibit D - Qualifications-Emagined 16 Pages Final”:

Pentest Template Application Pentest
4001
Pre-Engagement Subitems

Deliverable Review
Schedule Application Demos
Project Plan (WBS)

Kick-off Meeting

Stakeholders Identified

Sensor Buit

Sensor SentDelivered/Corfirmed
Start/Stop Notification Created

Project Management
Project Management & Meetings
Gather IPs

Obtain Exclusion List

Gather Domains

Gather | Verity Credentials
Access Confimed

Network Pentest
Exteral Network Pentest

Subitems

Internal Network Pentest

Subitems

Subtasks

Mame

Gonfirm Network Ranges Malch Chent
OSINT

Scan Subnets

Manual Validation

Reporting

First Review

Second Review

Report Finalized

Name
Identify any Excluded Hosts

Scan Subnets

Run Responder or other Hash Callector
Manual Validation

Reporting

First Review

Second Review

Report Finalized

Social Engineering
Phishing / Vishing

Subitems

Reporting

Daily Updates/Start Stop

Aggregate & Consobdate Reports

Final Report Sent

Feedback from Client

Report Updated

Final Findings / Report Review with Stakeholders

Detailed project charts can also be

Subtasks

Name
Identify apps (web, AP, thick, etc )
Assign testers

Confirm Demos have taken place
Confirm Authentication, Authorization
Identify Roles to be tested

Confirm access to applications
Browse/Spider App

QWASP Top 10

OWASP Testing Guide

Manual testing/validation

Reporting

First Review

Second Review

Report Finalized

Subtasks

Name

Confirm the Scope of Phishing (L0-4)
Greate Mock-Ups & Deliver to Chient
Final Design Sign-off by Client

Phishing Domain Acquired

Phishing Server Configured

Test email (allow listing etc) with chent
Targets identified (email addresses etc)
Initiate: Campaign (Launch)

Close Campaign & Finalize Metric Collection
Aggregate Metrics for Report

Report Review 1 (intemal)

Report Review 2 (Intemal)

Final - Sent to Client

Deliverables (MR)

Emagined Security has worked with the SAO over previous engagements on a detailed report format
that meets their needs. Emagined Security will work with the SAO to update any deliverables to an
agreed upon format as necessary. As such, deliverables will be provided in a format approved by the
SAO to ensure it includes all necessary information for SAO to feel the report is complete and concise.
The report will be submitted to SAO initially for their review of details associated with testing and to
ensure it meets their standards before it is sent to the Agency. The report will consist at a high level of
the following:

e Executive Summary — Detailing out the engagement and any details to relay to the agency about
the testing. This may also include any concerns or issues identified during the testing

e Engagement Objective — Detailing out the testing performed during the testing

e Identified Vulnerabilities charts and presentation information.

e Findings broken down by Application and network

e Afinal summary of testing

e Any appendices for configuration reporting or items identified as needed by the testing

A copy of a sample report has been provided as “Exhibit D - Qualifications-Emagined
ACME _Sample_Report 2023 Final”
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Exhibit D - Qualifications-Emagined 17 Pages Final_Redacted.pdf

Competitive Solicitation No: K689-RFQQ-2303
EXHIBIT D — QUALIFICATIONS

BIDDER: Emagined Security, Inc

QUALIFICATIONS SECTION

The Qualifications Section of the proposal must contain information that will demonstrate to the
evaluation committee the Firm/Staff understanding of the types of services proposed, the ability to
accomplish them, and the ability to meet tight timeframes. Firm experience will be scored based on the
capacity and experience of the firm to perform work similar to the tasks described in this RFQQ. Staffing
will be scored on how the proposer staffs the project to perform work similar to the tasks described in this
RFQQ, including the number of staff and the mix or make of the team and their various levels of
experience. Staffing also includes the proposed staff or managers responsible for project oversight and
their level of experience with tasks described in the RFQQ.

Recent experience with both government and private industries is a plus for both firm experience and
staffing. Describe Vendor’s experience and qualifications (in terms of Firm Experience and Staffing),
especially with respect to performing work similar to the tasks described in this RFQQ.

Provide experiences comparable to:

i. Vulnerability Assessments: Demonstrated experience in vulnerability assessments that include
web applications, thick client applications, mainframes, operational technology, network, and source
code. In addition to experience, qualifications could include one or more of the following certifications:
certifications from Global Information Assurance Certification (GIAC) including GPEN Penetration Tester
Certification, Web application Penetration Tester (GWAPT), Offensive Security Certified Professional
(OSCP), Certified Ethical Hacker (CEH) or equivalent certifications as determined by SAO.

ii. Wireless: Demonstrated experience in auditing and assessing wireless networks. In addition to
experience, qualifications could include GIAC Assessing and Auditing Wireless Networks (GAWN) or
equivalent certifications as determined by SAO.

iii. Penetration testing experience with web applications, thick client applications, mainframes,
network, source code, Industrial Control Systems (ICS), Medical equipment, Supervisory Control and Data
Acquisition (SCADA) and other Operational Technology (OT) that resides within local government and
medical facilities, including exploitation of discovered vulnerabilities in test environments or non-
invasive/passive testing in production environments containing highly sensitive information or mission
critical systems requiring high availability. In addition to experience, qualifications could include:







certifications from Global Information Assurance Certification (GIAC) including GPEN Penetration Tester
Certification, Web application Penetration Tester (GWAPT), Offensive Security Certified Professional
(OSCP), Exploit Researcher and Advanced Penetration Tester (GXPN) or equivalent certifications as
determined by SAO.

iv.  Expert-level knowledge and experience reviewing and providing recommendations to improve
security over complex network design and architecture.

In scoring this section, SAO may favor those Vendors describing experience providing services to state
agencies or local governments.

The Vendor must describe at least five (5) representative projects the Vendor has performed for
customers during the three (3) years preceding the Proposal due date. Describe completed projects
only; projects where the services are in the process of being put in place will not satisfy this
requirement. The Vendor and their key team members must have had primary responsibility for the
various phases of the projects including analysis, testing, document review, implementation and
reporting. The project manager is expected to have past primary responsibility for the various phases of
the projects including analysis, testing, document review, implementation and reporting. Do not
exceed two (2) pages for each project’s description. Each description should include, at a minimum, the
project’s purpose (i.e., Project Statement), the project’s deliverables, the project’s duration, and the
results.

Scores for this section will be based upon, but not limited to, the degree to which the Vendor
demonstrates direct experience with all aspects of performing penetration testing, vulnerability
assessments, wireless assessments and providing expert-level knowledge and experience reviewing
and providing recommendations to improve security over complex network design and architecture in
large, medium and small networked organizations, and broad expertise with this type of work.
Importance is given to the specific project role the Vendor has performed, as well as the scope and
complexity of the projects in which the Vendor has participated. Both depth and breadth of experience
are important.

e Demonstrate skills to communicate clearly, concisely and effectively both verbally and in writing.
e Describe the firm’s methods for maintaining staff qualifications.

e Management approach, methodology and implementation strategies for managing and
delivering their product.
e Describe their ability and capacity for delivering services proposed.

QUALIFICATIONS (Optional and separate from section above)
As a separate part of the response to this section we are interested to hear the consultant’s perspective
on what risks the potential contractor cannot control in this project.

Additionally, we would like the consultant’s perspective on services that would add value to our
proposed scope of work, but that we did not request.

RESUMES
The proposer must provide resumes for key staff and include information on each individual’s specific







skills related to penetration testing, education, experience, certifications, significant accomplishments
and responsibilities assumed on other similar projects related to the services proposed. U.S. federal
government security clearance is a plus.

SAMPLE REPORT
Include a Sample report - Note: report should be cleansed of confidential information.

The proposer must provide one sample report that discusses work, and its related results, in areas similar
to those that are referenced in the first set of bulleted items above. This sample report may either be an
actual report that the proposer has delivered to a previous client, as long as the contents have been
redacted according to any applicable laws, regulations, or agreements with that client, or it may be a
mock report that the proposer has generated specifically for their response to this RFQQ.

This sample report will be scored based on how well its components respond to items listed under item
“e.” under “Report Results” on page 4 of the RFQQ. The report will also be scored based on whether or
not its content and suggested remediation steps are clear and actionable.







ADDENDUM TO EXHIBIT D: EMAGINED QUALIFICATIONS SECTION

The following sections depict Emagined Security’s responses to the requested information within Exhibit
D. Additional information can be found in Exhibit C responses that included additional details /
methodologies for delivery of the services requested in the sample project. This information has not been
duplicated into Exhibit D due to page count limitations.

i. Vulnerability Assessments Response

Emagined Security has been performing Vulnerability Assessment and Penetration Testing for over
22 years. Our more experienced team members have been performing penetration testing and
ethnical hacking engagements for over 30 years. Emagined Security was founded initially to be a
World-Class penetration testing organization and continues to focus on that as its core competency.
We believe so deeply in training our Penetration Test team that we have created an industry
leading training program with a full-time penetration test trainer who focuses on continued
penetration test training and improvement.

For the State of Washington, over the past 7 years, Emagined Security has performed over 70
Penetration Test engagements including hundreds of web applications, thick-client, API tests,
mobile applications, Wireless, Mainframes and thousands of internal and external network IPs
tested for Cities, Counties, State Agencies, and Hospitals located in the State of Washington.

In Addition to the State of Washington, Emagined Security has performed Penetration testing for
other States Auditor Offices as well as Cities and Counties in California, Texas and Arizona. In
addition to government, Emagined Security also specializes in other industry verticals including
Healthcare, Financial Services, Technology and Software companies. The vast majority of
Emagined Security’s contracts continue to be renewed year after year, while also increasing the
types and number of tests for each of these clients. Our expertise is recognized internationally
through the CREST organization. Additionally, Paul Underwood one of our lead Project Managers,
sits on the Board of the CREST organization. A worldwide organization that certifies both
Penetration testers and organizations for comprehensive penetration testing methodologies and
abilities.

Emagined Security performs hundreds of Web Application Penetration Tests, Network
Penetration Tests, APl & Mobile Penetration tests, Mobile, Secure Code, Mainframe,
Vulnerability Assessments and Wireless Assessments every year. This type of testing continues
to be a core service Emagined Security offers. High level descriptions of some of the
engagements are listed in each employee resume provided. Additionally, all Emagined Security
Penetration Testers are full-time Emagined Security employees, they are also dedicated to the
penetration test practice. Emagined Security Penetration Testers hold background checks with
the Washington State Patrol to handle CJIS information as well are CJIS Certified, including
the in the State of Washington. Our Penetration Testing is never outsourced to a third-party and
our Penetration Testers are all authorized to work in the United States (US) and are located in
the US ensuring no sensitive data is ever relayed overseas.

Emagined Security Consultants that we assign to penetration testing in the State of Washington
only perform penetration testing services. They are experts and industry leaders in the field of
penetration testing. Our consultants possess a variety of certifications. More are listed in “Exhibit
D - Qualifications-Emagined EHTeam Resumes 2023 Final ” and include:







Certified Information Systems Security Professional (CISSP),

Certified Ethical Hacker (C|EH)

Offensive Security Certified Professional (OSCP) certification (PEN-200)
Offensive Security Web Expert (OSWE) certification (WEB-300)

Offensive Security Experienced Penetration Tester (OSEP) certification (PEN-300)
Offensive Security Wireless Hacking

CREST Registered Penetration Tester

CREST Practitioner Security Analyst

Microsoft Certified Professional Systems Engineer (MCSE), Certified in Homeland
Security — Level 3 (CHS-111)*,

GIAC Certified Firewall Analyst (GCFW)*,

SANS GIAC Certified Incident handler (GCIH)

SANS GIAC Penetration Tester (GPEN)

Burp Suite Certified Practitioner (BSCP)

eLearn Security Certified Penetration Tester eXtreme (eCPTX)

eLearn Security Certified Professional Penetration Tester (eCPPTVv2)

eLearn Security Mobile Application Penetration Tester (eMAPT)

eLearn Security Certified eXploit Developer (eCXD)

eLearn Security Certified Web Application Penetration Tester eXtreme (eWPTXv2)
ZeroPoint Security Certified Red Team Operator (CRTO)

TCM Security Practical Network Penetration Tester Certification (PNTP)

Red Hat Certified Systems Administrator (RHCSA) course.

CompTIA Security+

CompTIA PenTest+

CJIS Certified, Washington State Background Checks

ii. Wireless Response

Emagined Security Consultants have performed wireless penetration tests in over 60 countries
around the world including the State of Washington, State of California and the State of
Colorado. Emagined Security consultants have also been brought in as guest lecturers at the
University of Utah on Wireless penetration testing. Additionally, some Emagined Security
consultants have extensive wireless engineering backgrounds to include the construction of the

first Wireless ISP in the state of Utah over 20 years ago. Emagined Security consultants are WiFi

certified wireless network penetration test specialists. Emagined Security’s methodology goes
beyond the GAWN methodology and include the following but are not limited to:

Emagined Security’s methodology consists of the initial wireless penetration testing effort being
performed using no knowledge of wireless network locations. Before executing the subsequent

802.11 testing e Sniffing Wireless

802.11 Fuzzing Attacks e TKIP

Bluetooth e WLAN Auditing Methodologies
DECT e WLAN Intrusion Detection
DoS on Wireless Networks Technology

Rogue Networks o WPA2

Securing and Configuring e Zigbee

Wireless Clients







wireless penetration testing effort, the end user department will provide network configuration
and product information to Emagined Security. Emagined Security will inform the department
representative of the times during which scans will be conducted using the following two-phased
approach.

Phase 1: Blind wireless LAN assessment

Given no information about the wireless network (and not using social engineering),
CONSULTANT will perform the following Penetration Test:

= Identify the presence of a wireless WAP/LAN and operating frequency
= Connect to access point

= Impersonate an access point

= Capture information transmitted over the air

= Decrypt and read transmitted information

= Further map/identify internal network

= Gather information from client computer

Phase 2: Wireless LAN assessment

Given network configuration and product information, Emagined Security will attempt to
perform the following tasks:

= Identify the presence of a wireless WAP/LAN and operating frequency

= Identify the components and network from outside of the physical office

= Connect to access point

* Impersonate an access point

= Capture information transmitted over the air (confirm encryption)

= Decrypt and read transmitted information (analyze traffic to map other network
components)

= Further map/identify internal network

= Gather information from client computer

See Section i. above for additional information on certifications.
iii. Experience with ICS/ SCADA / OT in Government Response

Emagined has experience in testing live sensitive environments with high availability
requirements. Testing in highly sensitive areas such as Industrial Control Systems (ICS), Medical
equipment, Supervisory Control and Data Acquisition (SCADA) and other Operational
Technology (OT) located in a secure environment requires extra care and evaluation. Due to the
sensitive nature of testing, many aspects of the testing will be determined at the review of the
environment. Some systems may require a more passive approach to testing with may include
packet capture of data and replay of data based on potential vulnerabilities. Since most of these
types of systems are production, additional care must be provided to ensure systems are not
exploited or aggressive testing and create system stability issues.

The following testing approach options may be used to test high availability networks and
systems while choosing the right approach for the associated risk level:

e Vulnerability Scanning with Validation







o Lowest Level of Effort
o VM / Physical Scanner Required to be Installed in Network and Allowed to Connect
with EMAGINED Facilities
e Penetration Test (Favorite Approach)
o Low Level of Effort
o VM / Physical Scanner Required to be Installed in Network and Allowed to Connect
with EMAGINED Facilities
e Passive Penetration Scanner
o Medium Level of Effort
o Span Ports Required
o Additional Tool License Fees Required As They Installed In An Environment
o Sniffer on Core Switches with Manual Review
o Very High Level of Effort
o Span Ports Required
e Configuration Reviews of Systems
o Very High Level of Effort
o System/ Application Details Required in Advance

Emagined will work with the SOA to ensure the appropriate test is chosen to balance the
comprehensiveness vs associated risks before testing in these areas.

See Section i. above for additional information on certifications.
iv. Expert-level Knowledge and Experience Response

Emagined Security performs hundreds of penetration tests, vulnerability assessments and wireless
assessments including reviewing complex network designs and architectures every year. Our
consultants have been performing architecture reviews and creating complex secure networks for
over 25 years. Additionally, Emagined Security Consultants have expert knowledge of network
and web application architecture to ensure the sensitive data flow of information in organizations
is protected during the lifecycle of the data. During one engagement, Emagined Security was
able to identify, during our manual penetration testing, 10 new zero-day vulnerabilities.
Emagined Security uses a combination of automated and custom-built testing tools to
identify both known vulnerabilities (those that are found in the CVE database) as well as
identifying unknown vulnerabilities which cannot be identified using automated tools.

Emagined Security, when necessary, provides expertise reviewing customer architecture and data
flow(s) to ensure customers understand the appropriate methods of security for their digital
information wherever it is transported.

After engagements complete, Emagined Security continues to answer questions regarding
pervious penetration tests for several months / to a year to ensure state entities and agencies can
remediate from vulnerabilities and feel comfortable with their security posture.

In reports, each finding includes detailed information as to the issue of concern and possible
remediation or resolution to the problem. As such, each identified finding will be labeled with a
severity rating, as follows: (Bullets details have been removed due to page limits - Details can be
found in the Sample Report)

e Critical
e High







e Medium
e Low
e Informational

Additionally, each finding identified has been categorized by the difficulty of exploitation. The
difficulty of exploitation is subdivided into the following categories:

e FEasy
e Moderate
e Hard

If additional detail is requested, Emagined can also create a high-level risk register to define
required data in order to scope remediation efforts based upon the identified risks. The risk
register creation may utilize both vulnerability scanning and data provided by the agency about
the networks and systems. The risk register may contain the following types of data as desired
and available: (Only Sample Bullet Presented Due to Page Limit)

Service / System Owner
Asset Type (System /
Application / Data)

Remediation Priority
Remediation Status
Comments

e Vulnerability Title e Compliance Requirements

e Vulnerability Type (Regulatory & Policy Driven)
e Vulnerability Score Likelihood of Occurrence

e Remediation Assignees Risk Rating

[ ]

[ ]

This risk register can also establish definition, understanding, and measurement of Risk Tolerance and
Risk Appetite for Information Security

Relevant State and Local Government Experience

As stated above, over the past 7 years, Emagined Security has performed for the State of Washington
over 70 Penetration Test engagements on State Agencies, Counties, Cities, Schools, Municipalities
and Hospitals. This includes hundreds of web applications, mainframes, thick clients, thousands
of network IPs and Wireless Network tested for Cities, Counties, State Agencies, and Hospitals and
identifying multiple zero-day exploits in the testing. In Addition to the State of Washington, Emagined
Security has performed Penetration testing for other States Auditor Offices as well as Cities and
Counties in California, Texas and Arizona.

Many penetration tests are performed on production web applications that require a high degree of skill
to ensure that applications are not taken offline during the testing. To ensure that sensitive production
applications are not impacted by penetration testing, Emagined Security does limit automated
penetration testing with specific, tested configurations created by Emagined Security to not impact
production capabilities. Emagined Security’s penetration testing is exceptionally thorough and finds
many vulnerabilities that just running a “tool” does not uncover. This is due to the combination of
automated testing tools mixed with Emagined-created tools that frequently identify zero-day
vulnerabilities.

Emagined Security’s methodology is similar to the methodology prescribed in this document and in
Exhibit C, with limited dependence on automated scanning. Due to page limitations, Emagined has not
included a full penetration testing methodology. Emagined Security can provide this if requested.







Emagined Security has been successfully testing production systems with manual testing, designed by
Emagined Security, to ensure that production is not impacted during testing. Emagined Security’s
manual testing methodology is comprehensive to ensure that applications are tested thoroughly without
impacting performance.

Some of Emagined Security’s experience in performing these tests are:

e Emagined Security has performed Penetration Testing for dozens of Cities, State Agencies,
Hospitals and Counties in The State of Washington

e Emagined Security has performed Penetration Testing for several Cities in The State of
California

e Emagined Security has tested CJIS certified applications and networks where exposure of
this data could cause major impact to law enforcement.

e Emagined Security has performed SCADA testing, remotely with successful results and
comprehensive testing with no outages.

e Emagined Security has performed testing on production web applications for eCommerce
while in production and processing thousands of transactions per minute.

e Emagined Security has tested credit card networks that require 99.99995% uptime
requirements ensuring that no downtime was incurred during the testing.

e Emagined Security has tested financial applications where loss of transactional information
would have resulted in large financial losses for the customer we tested.

e Emagined Security has tested Certificate validation systems where the loss of OCSP
connectivity would have resulted in the inability to validate highly sensitive certificates in
production.

e Emagined Security has tested mainframe applications (without causing outages) where
causing an outage could impact state usage of traffic systems.

These are just some examples of production testing performed by Emagined Security without taking a
system offline. Emagined Security ethical hackers possess a variety of certifications that have been
previously listed above.

Representative Projects
Representative Project Number 1

Project Statement: Emagined Security was contracted to perform a penetration test for a

Project Scope: Emagined Security scoped the project to include multiple types of penetration
testing. In scope was 6 Web application Penetration Tests, 1 Thick Client Penetration Test,
SCADA Testing of 25 systems, External Network Penetration Testing of 50 IP addresses,
Internal Network Penetration Testing of 1,200 IP addresses and a Firewall Review.

Project Background: Emagined Security assigned a Project Manager and a Principal
Penetration Tester to work with the agency to scope out the required assets that needed
penetration tested. The Project manager and Principal Penetration Tester provided the scope to
the agency for confirmation. After the scope was agreed upon, the Project manager worked with
the agency on a Rules of Engagement to provide the scope of all items to be included in the
penetration test and included the types of testing to be performed, items out of scope and
contacts to be contacted in case of an issue during the approved testing windows. Rules of
engagement also included the methodology of the penetration testing to be performed. Rules of







engagement also included IP Addresses and URLSs of scope to be tested as well as out of scope
systems and subnets that were not to be tested.

During the course of project, Emagined Security provided daily start and stop notices as well as
a status of testing which included the test being performed, any identified vulnerabilities per
application or network and the percentage completed. Additionally, each day, per the agency’s
request, Emagined Security scheduled a 15-minute conference call with the agency and
Emagined Security to discuss any issues identified during testing or any complications to
completing testing as well as to get go/no go on application testing per the agency’s timing
needs.

The Principal Penetration Tester assigned penetration testers to kick off the project by starting
automated scans of the network systems in scope for the internal and external networks. This
was followed up by a Senior Penetration Tester reviewing the information and determining the
next steps for manual penetration testing of the systems. Additionally, a Principal Penetration
Tester reviewed and assigned web and thick client tests based on the skills needed to perform
the penetration test to the appropriate penetration tester. The Senior Penetration Tester
continued to follow up with each penetration tester to ensure they did not have any questions in
performing the penetration testing they were assigned and consolidated all findings into a
“Vulnerability List”.

Emagined Security additionally worked with Agency to setup a sensor in a

as well as performed a firewall
review based on configuration management and automated testing of the configuration files
from the firewall.

Project Duration: Project duration was 4 weeks

Scheduled Resources: Emagined Security provided 2 Principal Penetration Testers (15+ years’
experience), 3 Senior Penetration Testers (10+ years’ experience) and 3 Mid-level Penetration
testers (5+ years’ experience) who are all employed by Emagined Security as full-time
penetration testers.

Project Results: Results included detailed information about vulnerabilities identified during
the course of the engagement. An out brief meeting was held with the agency to relay
information about the final testing and vulnerabilities identified where Emagined Security went
over each vulnerability to ensure the agency understood the impact of the identified
vulnerabilities.

Project Deliverables: During the course of the project, there were several deliverables that
Emagined Security agreed to which included a daily status update including identified
vulnerabilities; A daily start and stop notice sent to a pre-agreed upon list of agency employees
that needed to know what was being tested and a comprehensive report detailing out each
identified and validated vulnerability per application and network that provided the agency with
clear information on the vulnerabilities identified during the course of the engagement. The
Comprehensive report with details of how to recreate the testing Emagined Security performed
was included in the final report that was accepted by the J{EII

Representative Project Number 2 (Note: Emagined has performed over 75 engagements that are
similar to this Project Representation and Project 1)







Project Statement: Emagined Security was contracted to perform a penetration test for a

Project Scope: Emagined Security scoped the project to include multiple types of penetration
testing. In scope were:

4 Web application Penetration Tests,

2 Thick Client Penetration Test,

loT Testing of 2 subnets of sensitive medical equipment,

External Network Penetration Testing of 20 IP addresses

Internal Network Penetration Testing of approximately 2,000 IP addresses
Firewall Review

OSINT Review

Project Background: JiEAlllare extremely high risk as targets for ransomware and other
security issues including compromises by 3" party vendors and open VPN connections. Since
Hospitals are normally severely underfunded and understaffed, our goal was to minimize the
amount of staff time required from the customer to assist with project coordination and
involvement during active testing.

Emagined Security starts every project by assigned a Project Manager and a Principal
Penetration Tester to work with the organization to scope out the required assets that need
penetration tested. The Project Manager and Principal Penetration Tester provided the scope to
the Hospital for confirmation that this would be the comprehensive penetration testing they
were looking perform.

After the scope was agreed upon, the Project Manager worked with the [JijiiEAll] on a Rules of
Engagement to provide the scope of all items to be included in the penetration test and included
the types of testing to be performed, items out of scope and contacts to be contacted in case of
an issue during the approved testing windows. Rules of engagement also included the
methodology of the penetration testing to be performed. Rules of engagement also included IP
Addresses and URLSs of scope to be tested as well as out of scope systems and subnets that were
not to be tested.

During the course of project, Emagined Security provided daily start and stop notices as well as
a status of testing which included the test being performed, any identified vulnerabilities per
application or network and the percentage completed. Additionally, each day, per the hospital’s
request, Emagined Security scheduled a 15-minute conference call with the hospital and
Emagined Security to discuss any issues identified during testing or any complications to
completing testing as well as to get go/no go on application testing per the hospital’s timing
needs.

The Principal Penetration Tester assigned penetration testers to kick off the project by starting
automated scans of the network systems in scope for the internal and external networks. This
was followed up by another Principal Penetration Tester reviewing the information and
determining the next steps for manual penetration testing of the systems. Additionally, 2
Principal Penetration Testers were assigned web and thick client tests based on the skills needed
to perform the penetration test. Emagined never assigns tests to team members that are not
skilled to perform the work needed for the specific test. The Principal Penetration Tester
continued to follow up with each penetration tester to ensure they did not have any questions in
performing the penetration testing they were assigned and consolidated all findings into a
“Vulnerability List”.







Firewall and OSINT assessments were additionally kicked off to validate any potential lost data
from the hospital. In reviewing the Firewall it was noted that there were quite a few open VPN
connections to 3" parties. We had a discussion with the hospital about these connections to help
them understand the security risks associated with these connections and urged them to review
them in more detail with the asset owners so they could help lock down some of these VPNs.

Project Duration: Project duration was 3 weeks

Scheduled Resources: Emagined Security provided 3 Principal Penetration Testers (15+ years’
experience), 2 Senior Penetration Testers (10+ years’ experience) and 2 Mid-level Penetration
testers (5+ years’ experience) who are all employed by Emagined Security as full time
penetration testers.

Project Results: Results included detailed information about vulnerabilities identified during
the course of the engagement. An out brief meeting was held with the hospital to relay
information about the final testing and vulnerabilities identified where Emagined Security went
over each vulnerability to ensure the hospital understood the impact of the identified
vulnerabilities.

Project Deliverables: During the course of the project, there were several deliverables that
Emagined Security agreed to which included a daily status update including identified
vulnerabilities; A daily start and stop notice sent to a pre-agreed upon list of hospital employees
that needed to know what was being tested and a comprehensive report detailing out each
identified and validated vulnerability per application and network that provided the hospital
with clear information on the vulnerabilities identified during the course of the engagement. The
Comprehensive report with details of how to recreate the testing Emagined Security performed
was included in the final report that was accepted by the JEEIE

Emagined has developed a specialized consolidated report for these types of engagements.
This consolidated report allows the organization to have a full picture of the testing but also
separate out needed vulnerability information to provide to technical resources to fix
vulnerabilities or security issues.

Representative Project Number 3

Project Statement: Emagined Security was contracted to perform an Open-Source Intelligence

review (OSINT) and External penetration test for S
-

Project Scope: Emagined Security can scope out an External penetration test and open-source
intelligence projects without impacting an organization heavily. Emagined Security has a
methodology specific to scoping these engagements.

Project Background.: | < R
Y —
]







Since this engagement was purely an external engagement our scoping and project management
are more minimalized. Our goal is normally to:

Have an introductory call with the gjto determine any issues with the potential testing
Determine the scope of IP addresses and Domains associated with the g

Perform the OSINT review to identify any issues with lost or public information

From the OSINT review identify any items that could need additional testing or reviews

Rules of Engagement are still used on these small ggengagements. Emagined Security believes
even small engagements should be treated as valued test opportunities and Emagined Security
uses the same care and diligence on these small tests to provide value.

We started this engagement by providing a timeline for the OSINT and External Pen Testing
and provided a detailed list of tasks and timeframes to perform the work. Once completed,
Emagined Security created a status update of identified issues and vulnerabilities from the
testing.

Project Duration: Project duration was 2 weeks.

Scheduled Resources: Emagined Security provided 1 Principal Penetration Testers (15+ years’
experience), 1 Senior Penetration Testers (10+ years’ experience) who are both employed by
Emagined Security as full-time penetration testers.

Project Results: Emagined Provided Comprehensive Testing of their external network
resources and discovery information from the OSINT review.

Project Deliverables: During the course of the project, there were two deliverables that
Emagined Security agreed to provide. One was the external penetration testing report and the
second was an OSINT review deliverable report.

Representative Project Number 4

Project Statement: Emagined Security performed multiple application and infrastructure
penetration tests at hospitals and infrastructures managed / operated by a | EEENE TR
I This penetration testing is required to assist in the protection of JKEIE-

Project Scope: Emagined Security penetration testing scope included an External penetration
test along with open-source intelligence projects. This included an attack surface review to
ensure all appropriate systems were in scope.

Project Background: We started this engagement by providing a timeline for the attack threat
vector review followed by External Pen Testing. Once completed, Emagined Security created a
status update of identified issues and vulnerabilities from the testing.

During the scope of penetration testing a potential indicator of compromise was identified (a
port known to be used by bad actors). The | N »crsonnel were
immediately advised of our potential finding and an initial review of the situation was

conducted. | - R
-
I
|







. At that
time, the penetration test was resumed and completed.

Project’s Duration: Penetration Testing was completed in about 4 weeks. Additional time was
allocated to the incident response activities that spanned a 2—3-week period including reporting.

Scheduled Resources: Emagined Security provided 1 Principal Penetration Testers (15+ years’
experience), 1 Senior Penetration Testers (10+ years’ experience) who are both employed by
Emagined Security as full-time penetration testers.

Project Results: Emagined Provided Comprehensive Testing of their external network
resources and discovery information from the OSINT / attack surface review and penetration
testing.

Project Deliverables: During the course of the project, there were two deliverables that
Emagined Security agreed to provide. One was the external penetration testing report and the
second was an OSINT / attack surface review deliverable report. Additionally, a separate
Incident Response report was provided.

Representative Project Number 5

Project Statement: Emagined Security was contracted to perform a penetration test for a

Project Scope: Emagined Security scoped the project to include multiple types of penetration
testing. In scope were:

6 Web application Penetration Tests service over 5,000 clients

External Network Penetration Testing of 12,000 IP addresses

Internal Network Penetration Testing of approximately 40,000 IP addresses
Segmentation Testing of 12 networks

Project Background: Vendor chose Emagined Security to perform the penetration testing due
to our CREST Certification. Since they are a global company, they needed to provide
penetration testing by a CERTIFIED company that was recognized globally for penetration
testing expertise. Many of their customers additionally require seeing that the testing is
performed by a CREST Certified organization.

This project with its global nature required significant planning and project management. The
Project Management of this engagement started before the SOW was completed due to the
complexity. Emagined worked with the customer to identify the scope that needed to be tested
and the regions the testing was to be performed in. Next Emagined Security provided a detailed
list of client needs to ensure the project could be kicked off and started upon execution of the
SOW. Emagined put together a detailed plan that documented the work to be completed and
when each milestone would be attained.

During the course of project, Emagined Security provided daily start and stop notices as well as
a status of testing which included the test being performed, any identified vulnerabilities per
application or network and the percentage completed. No status calls were requested but the







Client asked that if we identify any critical or high findings Emagined Security would contact
them immediately.

The Principal Penetration Tester reviewed the project plan with the project manager and worked
with our VP of projects to assign the needed resources to meet the challenge of a global test
with both internal and external components and timeframe for each test. The Project kickoff
provided details of all the penetration tester assigned and the dates and times of each scheduled
test.

Project Duration: Project duration was 12 weeks.

Scheduled Resources: Emagined Security provided 2 Principal Penetration Testers (15+ years’
experience), 3 Senior Penetration Testers (10+ years’ experience) and 2 Mid-level Penetration
testers (5+ years’ experience) who are all employed by Emagined Security as full-time
penetration testers.

Project Results: Emagined met each client timeframe and date as originally planned, even with
an application not being able to start on time. Emagined was able to get on a call with the
Software engineers and help get the issues with the application identified and handled quickly.

Results included detailed information about vulnerabilities identified during the course of the
engagement. An out brief meeting was held with the organization as well as a few of their
software development groups to help them understand some of the vulnerabilities identified.
During the course of the application testing, Emagined identified several zero-day exploits
identified that needed immediate attention and required custom exploit development.
Emagined Resources worked with the Software engineers to show them how we identified these
vulnerabilities so the software engineers could test their fixes before Emagined did during
remediation testing.

Project Deliverables: During the course of the project, there were several deliverables that
Emagined Security agreed to which included a daily status update including identified
vulnerabilities; A daily start and stop notice sent to a pre-agreed upon list of employees that
needed to know what was being tested and a comprehensive report detailing out each identified
and validated vulnerability per application and network and per location that provided the
client with clear information on the vulnerabilities identified during the course of the
engagement.

Direct Experience
o Demonstrate skills to communicate clearly, concisely and effectively both verbally and in writing.

Emagined Security believes the best way to communicate is with our proven project management
methodology. Emagined Security will assign an experienced project manager that enables the teams
to communicate in both team meetings, emails and written documents (see our project methodology
and project management approaches detailed below) in addition to the information presented in
Exhibit C.

e Describe the firm’s methods for maintaining staff qualifications.

All penetration testers’ skills are being continually reevaluated







o Emagined has a dedicated VP of Penetration Test Training whose main focus it to
continually evaluate the team, work to enhance their skills, and educate them on the latest
attach techniques

o All penetration testers are required to acquire at least one additional certification per year to
ensure skills are up to date

e During all training penetration tester are challenged to continually identify ways to improve
our methodology

e We have scheduled a new internal program of bi-weekly training to further enhance our
skills

e Anannual review process is being created to reassess skills each year for all penetration
testers

All work is completed by CISSP, CEH, OSWE and OSCP Certified engineers located in the
United States.

e No testing or data is off-shored
All employees are authorized to work in the United States

o All employees are background checked by the State of Washington Auditors office as well
as pass Emagined Security’s background check

o No penetration testing is outsourced to 3rd parties

o All Penetration Testers are full time Penetration Testers and do not deliver other Emagined
Security services

e Management approach, methodology and implementation strategies for managing and delivering their
product.

Emagined Security utilizes a proven project management methodology that allows us to consistently
monitor project status, budgets and quickly escalate and resolve issues. Emagined Security has
performed a similar engagement for other State agencies such as the State of Colorado.

At a minimum, we recommend that the following project management methods be established for
the project.

High Level Project Plan:

The following high level project plan portrays the general approach and estimated milestones
associated with our proposed approach.








v Application Pentest

Emagined Security has broken project management into two (2) types of engagement. Small Web
application and infrastructure tests that are performed over a short period (Normally one — two
weeks) and longer engagements that may span weeks to months.

Project Tracking and Status Reporting:

A detailed project plan will be developed at the beginning of the project. The plan will be reviewed
and approved by the project sponsors. Progress will be monitored against the approved plan.
Formal status reports will be delivered on a schedule defined by the project sponsor. The status
report should include activities completed in the reporting period, activities not completed, a
discussion of tasks and deliverables in each individual project activity to be completed in the
following reporting period. Any issues that potentially bear on project success will be identified in
this section. The status reports will be reviewed in regular project status meetings. The project
sponsor will define the frequency of status reporting, but Emagined Security recommends that the
status meetings be conducted on a weekly basis. The primary point of contact from Emagined
Security will attend the status meetings.

Issues Management and Escalation:

Effective issue management is a critical success factor for the management of challenges that are
experienced during the project life cycle and allows for the following:

e Visible decision-making process
e Means for reaching consensus on guestions concerning the project
e Project key decision documentation

An issues log will be maintained to log and track all issues. Open issues will be reviewed during
project status meetings and escalated if needed to the executive project sponsor.







Scope Change Management:

A key to success in project management is the ability of the project manager and project team to
effectively manage scope. When issues occur, either the requirements are not properly bounded or
the scope is not controlled. There is a natural discovery process in all projects due to factors such as
omissions, mistakes, creativity, misunderstandings, and external influences. This discovery process
normally creates pressure to expand scope. The purpose of a scope management process is to
constructively manage that pressure.

Scope expansion is acceptable as long as:

e Both parties agrees that the new requirements are justified

e Impact to the project is analyzed and understood

e Resulting changes to the project (e.g., cost, timing, quality, and human resources) are
approved and properly implemented

The main tool the project manager uses to manage scope is the Statement of Work (SOW) and
associated Rules of Engagement (ROE) and recorded change requests. The SOW & ROE specifies
the original agreement between the Customer and Emagined Security. Change requests are created
to document any subsequent change to this baseline scope and are tracked by the project manager.
Throughout the project, proposed changes are documented and screened by the project manager.
The primary vehicle communicating potential scope issues is the weekly status report. The project
manager determines which suggested changes might be necessary, and these are investigated to
determine the impact of accepting or rejecting them. When the impact analysis is complete, the
change is either approved and the project plan is adjusted to reflect the decision or the change is
rejected. At any point in time, the current project scope is determined by the baseline scope defined
in the SOW plus all the approved change requests.

Critical Success Factors:

Critical success factors assist all parties in ensuring the project’s ultimate success. They include the
following:

e An Executive Sponsor who actively supports the project and project team should be able to
spend sufficient time on the project to stay abreast of any issues and the status of the
engagement at any point in time.

o Efficient communications of work-in-process and gathered materials input into the project.
We will establish a common repository of project-related data that will be maintained for
the engagement team and this data will be a final deliverable of the engagement. The
Project Sponsor will be notified of the value-added opportunities identified as a direct result
of this engagement.

e Dedication to timely responses to requests from the consulting team.

At the highest level, we consider a project successful when the client agrees that the co-developed
goals have been achieved. A few key aspects of ensuring and measuring success are:

e Co-developing goals and success criteria before the project begins.
e Continuous communication throughout the project to keep both parties abreast of progress
and to obtain interim buy-in to work-in-process as it emerges.







o Customer satisfaction interview with the Project and Executive Sponsors at the end of the
project to determine the level of satisfaction based on deliverables as compared to success
criteria defined at the beginning of the project.

This approach is based on our belief that to obtain optimal results, it is essential to maintain
feedback throughout the engagement.

Knowledge Transfer

At Emagined Security we practice Knowledge Transfer to better enable our clients to meet the
challenges of securing business operations. Our experience shows that those clients who are best
informed are better clients because they quickly grasp the impact of our analysis and the fact that we
are working with their best interest in mind. Through knowledge transfer, our clients become
stronger, better informed and more responsive to the results of Emagined Security’s analysis and
support.

o Describe their ability and capacity for delivering services proposed.

Emagined Security has several project and program managers that work to schedule penetration
tests efficiently and coordinated to ensure that customers have penetration tests scheduled in a
timely manner.

Emagined Security core service is providing penetration testing, vulnerability assessments and
risk assessments. All consultants are familiar with our proposed methodologies and have performed
these services for numerous customers over the course of Emagined Security’s approximately 23
years.

Emagined Security has over 40 consultants with extensive information security backgrounds. Of
those 40 consultants, 20 have capabilities to perform penetration testing, 12 are full time penetration
testers. All have extensive experience with state and local governments. Emagined Security
understands how to work with smaller agencies and how to not over engineer responses to
penetration test reports to overwhelm those agencies.

As demonstrated in our detailed methodologies above, Emagined Security has the proven
methodologies, the skills and the experience to provide the services which have been proposed. If
additional details are requested, a Teams Meeting can be setup to demonstrate our abilities /
capacity.

QUALIFICATIONS (Optional and separate from section above)

As Emagined has been performing these tests for the SAO for the past 7 years, Emagined Security does
not envision any complications in delivering the work requested.

Many other areas of Penetration Testing / Red Teaming areas have not been included in the list of
potential projects listed in the RFP that are available services from Emagined Security:

e Penetration Testing
o Internet Presence
Discovery
o Physical Stand-alone
System Testing
o Cloud Docker Kubernetes

DAST Testing

API Testing

PCI CDE Testing
Database Testing
Source Code Reviews

O O O O O







o Sensitive Data Flow o SOC MSSP Effectiveness

Reviews o Fuzz Testing
o Ransomware Simulation
e Red Team Testing Testing
o Attack Surface Reviews o Physical Control
o Internal Red Team Assessments
Testing o Social Engineering
o External Red Team o Open-Source Intelligence
Testing Reviews (OSINT)

RESUMES

<See “Exhibit D - Qualifications-Emagined EHTeam Resumes 2023 Final”— Not Included In
Page Count>

SAMPLE REPORT

<See Sample Report “Exhibit D - Qualifications-Emagined ACME Sample Report 2023 Final”
— Not Included In Page Count>
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This record contains information considered exempt from
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Records Act. As such, distribution of this record is limited.
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Records Act. As such, distribution of this record is limited.
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Introduction

Emagined Security, a privately owned and operated company, has been helping

organizations with their security needs with an excellent track record of success since

2002. The company is comprised of 45 senior information security professionals in the industry,
with an average of 15+ years of experience. Consultants have varied and diverse backgrounds
in information and cybersecurity with high levels of knowledge, industry certifications, and
practical experience. Various diverse backgrounds include former Fortune 100, C-level, Big
Four Accounting firms, strategy consultants, process engineers, etc., with cumulative security
experience. Team members are selected based on the respective knowledge, skills and
attributes associated with each of the project tasks; however, the project will be managed by the
practice leads who follow.

Emagined Security was created to offer corporations a comprehensive array of sophisticated,
adaptive security solutions that include both consulting and managed services. In support of
this initiative, Emagined Security has built a highly talented organization specializing in
information security consulting. Our company focuses on securing business solutions by
providing a full complement of proactive, real-time, reactive, executive advisory, license
advisory and support security services to global institutions, major corporations, and other
smaller organizations, while providing a fully business-driven approach.

Emagined Security is a leading professional services provider for Information Security and
Compliance solutions. Emagined Security empowers its clients to help them effectively manage
IT risk in today's dynamic business environment. With deep industry and domain expertise, a
proven track record, and by employing well known and respected individuals from the
Information Security community, Emagined Security can scale quickly and efficiently to provide
clients with the rapid response required by best-in-class organizations. Emagined Security’s
commercial clients cover a wide range of U.S. and global Fortune 500 organizations, including
the financial services, energy, healthcare, high tech, manufacturing, and insurance sectors.
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Certifications, Licenses & Memberships

Emagined Security ethical hackers possess a variety of certifications, licenses and
memberships including but not limited to:

Penetration Testing / Offensive Security:

EC-Council Certified Ethical Hacker (C|EH)

Offensive Security Certified Professional (OSCP)

Offensive Security Web Expert (OSWE)

Offensive Security Experienced Pentester (OSEP)

Offensive Security Kali Linux Certified Professional (KLCP)

GIAC Penetration Tester (GPEN)

CREST Registered Tester (CRT)

Burp Suite Certified Practitioner (BSCP)

eLearnSecurity Certified Penetration Tester eXtreme (eCPTX)
eLearnSecurity Certified Professional Penetration Tester (eCPPTVv2)
eLearnSecurity Mobile Application Penetration Tester (eMAPT)
eLearnSecurity Certified eXploit Developer (eCXD)

eLearnSecurity Certified Web Application Penetration Tester eXtreme (eWPTXv2)
ZeroPointSecurity Certified Red Team Operator (CRTO)

TCM Security Practical Network Penetration Tester Certification (PNTP)
CompTIA PenTest+

CJIS Level 4 certification

Cybersecurity (other):

ISC2 Certified Information Systems Security Professional (CISSP)
ISC2 Systems Security Certified Professional (SSCP)
Thales nCSE

CompTIA A+ Certified

CompTIA Server+ Certified

CompTIA Network+ Certified

CompTIA Project+ Certified

Certified Computer Examiner

EnCase Certified Examiner

Certified Data Recovery Expert (DRE)

HP Accredited Platform Specialist — Proliant (APS)
Microsoft Certified Professional Systems Engineer (MCSE)
EC-Council Certified Cybersecurity Technician (C|CT)
EC-Council Certified EC-Council Instructor (C|EI)

Certified in Homeland Security — Level 3 (CHS-III)

GIAC Certified Firewall Analyst (GCFW)

GIAC Security Essentials Certification (GSEC)

GIAC Certified Incident Handler (GCIH)

Cellebrite UFED Certified — Mobile Devices (C00028)
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Cellebrite UFED Physical Certified — Mobile Devices (P00169)
Securing Solaris — The Gold Standard (GGSC)

Katana Forensics Lantern iOS First Responder Certification

Katana Forensics Laboratory iOS/Mac OS X Certification

GIAC Certified Forensic Analyst (GCFA)

Cisco Certified Networking Professional Security Specialist 1

Cisco Certified Networking Professional + Security (CCNP + Security)
Check Point Certified Security Administrator (CCSA)

Cisco Certified Networking Professional (CCNP)

Cisco Certified Network Associate (CCNA)

Microsoft — Microsoft Certified Professional, Systems Engineer, & Trainer
Novell — Certified Novell Administrator, Engineer, & Instructor

Project Management Institute — Project Management Professional
Oracle Certified Professional Java Programmer

CIW Perl, JavaScript, Database Specialist, and Web Development Professional
Vontu Certified

Symantec Endpoint Protection Certified

PGP Certified

Brightmail Gateway Certified

Altiris SE Certified

SecurityTube Linux Assembly Expert (SLAE)

SecurityTube Python Scripting Expert (SPSE)

Palo Alto Networks Certified Network Security Engineer (PCNSE)
Microsoft Sharepoint Server Certified

Amazon Web Services(AWS) Cloud Practitioner

VMware Certified Professional 6.5

Selenium + Java Certified

Organizations, Affiliations & Memberships

International Information Systems Security Certification Consortium (ISC)?
High Technology Crime Investigation Association (H.T.C.l.A.)

US Secret Service Electronic Crime Task Force (ECTF)

Federal Bureau of Investigation Infragard

CREST USA

Additionally, we provide a matrix of our penetration testers skills showcasing the comprehensive
nature of our penetration testing experience. In order for a penetration tester to be certified by
Emagined Security standards the penetration tester must:

¢ Be trained by Emagined Security on the methodology and requirements to perform a
comprehensive test for that service.

e Have a Senior or Principal Penetration Tester co-pen test the service at a minimum of 6
test.

o Perform over 25 tests in the service category.
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e Be certified by the VP of Penetration Testing Training to be able to perform the service
to Emagined Security standards.

Below is the matrix of Emagined Security Penetration Test Team and their skills
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CISSP, EnCE, CCE, APS, MCSE, SSCP, A+, Server+, OSCP,
KLCP, CCT, DRE, GCFW, GSEC, GIAC Gold, CJIS Level 4
UFED Physical and Logical Certified & 2 % O A A % 2 R s A A A
Certified EC-Council Instructor
OSCP, OSWE, GSEC, Security+, Oracle Certified Professional
Java Programmer, CIW Perl, JavaScript, Database Specialist, and
'Web Development Professional, Project+, Network+, A+, CJIS X X X X X X X X X X X X X X
Level 4
SSBI Top Secret Clearance (inactive)
OSCP, KLCP, OSWE, OSEP, CCT
CCNA, CCNA Security (Expired) % X % X X X X X % X % X % %

CompTIA A+, N+, Security+
CREST CRT Accredited

Certified Ethical Hacker Certified

A+ Certification

Vontu Certified

Symantec Endpoint Protection Certified

PGP Certified X X X X X X X X X X X X X X X X
Brightmail Gateway Certified

Altiris SE Certified

Currently pursuing CISSP — Certified Information Systems

Certified Ethical Hacker Certified

GIAC Penetration Tester (GPEN), Burp Suite Certified Practitioner
(BSCP), eLearnSecurity Certified Penetration Tester eXtreme
(eCPTX), eLearnSecurity Certified Professional Penetration Tester
(eCPPTV2), eLearnSecurity Mobile Application Penetration Tester
(eMAPT), eLearnSecurity Certified eXploit Developer (eCXD),
eLearnSecurity Certified Web Application Penetration Tester
eXtreme (eWPTXv2), ZeroPointSecurity Certified Red Team X X X X X X X X X X X X X X
Operator (CRTO), TCM Security Practical Network Penetration
Tester Certification (PNTP, Offensive Security Certified
Professional (OSCP), Offensive Security Web Expert (OSWE) ,
Offensive Security Experienced Penetration Tester (OSEP),
CompTIA PenTest+, Certified Ethical Hacker (CEH)

SLAE, SPSE, SJSE, PCNSE, CCNA (R&S),Pentest+, CySA+,
Sec+, Net+, A+

AWS Cloud practitioner

VMware Certified Professional 6 5
CCNA, CCNA Security (Expired)
CompTIA A+, N+, Security+

Certified Ethical Hacker (CEH)
Nessus Proficiency

Splunk Fundamentals

Splunk Sales Rep |

Certified Ethical Hacker (CEH)
Certified in Selenium + Java

CompTIA Network +
CompTIA Security +

Certified Cybersecurity Technician (CCT)
CompTIA Security+ (expired)

Certified Ethical Hacker (CEH)

CompTIA A+ Certification

Microsoft Windows SharePoint Services 3.0, New Horizons, 2008
Microsoft Office Share Point Server 2007, New Horizons, 2008
Windows SharePoint Services Installation, New Horizons, 2008
'Windows SharePoint Services Administration, New Horizons, 2008

X X X X X X X X X X

x
x
x
x
x
x
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Areas of Expertise

Ethical Hacking / Penetration
Testing / Red Team

Vulnerability Management
Vulnerability Assessments
Digital Forensics

Fraud Detection / Prevention /
Control

Network Architecture Analysis /
Design

Security / Risk Assessment

Process Development /
Instantiation

Network, Application and
Perimeter Security

Problem Solving — Concrete &
Abstract

Analytics and Research

Program Creation, Management
and Development

Documentation

Converged Environments /
Cloud

Social Engineering

Law Enforcement Relations and
Collaboration

B Exccutive Consultant

is an executive security consultant with Emagined
Security, and the Chief Training Officer of the Penetration Testing
team, providing expertise in the fields of Ethical Hacking/Penetration
Testing, Digital Forensics and Risk/Fraud Protection. Prior to joining
Emagined Security, Mr. &I} served in both technical and
managerial capacities at Visa Inc., Fairchild Semiconductor and KHQ-
TV. Mr. & is a versatile communicator and innovator, with
demonstrated ability to translate complex security issues and
challenges into proven, viable security control measures/results as
implemented throughout all levels of an organization. Given Mr.
IS diverse background and experience in enterprise
environments, he is uniquely positioned to blend security and business
advocacy into cohesive enterprise solutions with a high level of
efficacy.

Penetration testing accomplishments:

o Lead tester and trainer on hundreds of penetration testing
engagements, including a social engineering exercise
complete with pivot and advancement protocols and
behavioral pattern analysis, as well as coordinator and
program lead for annual global security assessment efforts
which conducted network penetration testing at a macro-
level on both external and internal enterprise assets totaling
in excess of 6500 systems and applications.

. Highly skilled technical lead with demonstrated expertise in
web application, thick client, API, websocket, mainframe, and
embedded applications as well as networks and critical
infrastructure, including ICS/SCADA. Mr. & has
performed during his 25+ years in cybersecurity over:

o 500+ network penetration tests,

500+ web application penetration tests,

300+ API penetration tests

150+ thick client penetration tests

100+ ICS/SCADA penetration tests

o 50+ Mainframe and specialized penetration tests

. Industry certified instructor (EC-Council) for penetration

testing and cybersecurity.

O O O O

Other key accomplishments:

. Author of over twenty keystone policy and procedural
documents including an incident response and computer
security team handbook, a perimeter security handbook, and
a computer forensics procedural guidelines document.
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Certifications

CISSP, EnCE, CCE, APS,
MCSE, SSCP, A+, Server+,
OSCP, KLCP, CCT, DRE,
GCFW, GSEC, GIAC Gold,
CJIS Level 4

UFED Physical and Logical
Certified

Certified EC-Council Instructor

Affiliations

HTCIA
N-TEC
NCFTA

InfraGard

Education

Eastern Washington University
(MFA)

University of Maine at
Farmington (BA)

Lead assessor for more than seventy-five (75) security
assessments that required documented risk analysis,
mitigation and containment research and controls evaluation
and recommendation. ] worked across all facets of the
organization to ensure security controls were understood,
documented and implemented properly in accordance to
recommendation and compliance.

Selected by the CISO of a Fortune 500 company to create,
develop, socialize, and lead a next-generation perimeter
security program with core focus on the extensible perimeter,
including cloud, converged and mobile platforms.

&l oversaw the procurement, deployment, and
operations turn-over effort for a Fortune 500 company’s web
application firewall adoption.

IEvas the innovator and early adopter of a Fortune 500
company’s cyber security program. established
controls and programs to protect the organization from
phishing, fraud, malware, and similar nefarious activities as
well as secured key partnerships with service leaders and
innovators. The work undertaken by JJJEiJl] in this space is
still being advanced today.

[l has been the lead investigator or lead forensics
consultant on over seventy-five investigations, some of them
extremely high-profile and newsworthy. & has
contributed directly to these investigations by discovery of
evidence and indicators of compromise that have been
shared with law enforcement organizations including the
United States Secret Service and Federal Bureau of
Investigation.

&l has been highly praised and lauded for his
contributions at each organization where he has worked.
& continues to bring daily passion, confidence and
positivity to his work and ensures that every Emagined
Security client leaves more secure and aware than before
they engaged Emagined!

&l Wwas instrumental in detecting/flagging and
communicating an early warning issue in a state agency’s
information security program that if addressed at the time of
reporting would have saved the agency and the state multiple
thousands of dollars in fraud.
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Areas of Expertise

Ethical Hacking /
Penetration Testing / Red
Team

Vulnerability Management
Vulnerability Assessments

Network Architecture
Analysis / Design

Security / Risk Assessment

Process Development /
Instantiation

Network, Application and
Perimeter Security

Secure Software
Development

Web Application
Programming

Problem Solving — Concrete
& Abstract

Analytics and Research

Program Creation,
Management and
Development

Documentation

Converged Environments /
Cloud

Social Engineering

IS Principal Consultant

B s 2 principal security consultant with Emagined
Security, providing expertise in the fields of Ethical Hacking/Penetration

Testing, Network Architecture, Software Development, and Program
Management. Prior to joining Emagined Security, Mr. JJEJli] served in
both technical and managerial capacities at Visa Inc. and the United
States Navy. Mr il prossesses strong skills in identifying client
needs and fostering collaboration with multiple teams to formulate
solutions. He has effective written and verbal communication skills in
English, Spanish, and Portuguese, with demonstrated ability to bridge
the gap between technical and non-technical personnel.

Penetration testing accomplishments:

. Lead tester on over 400 penetration testing engagements,
including web application, thick client, APl, embedded devices
and network and critical infrastructure based.

. Implemented a 3 party penetration testing program for a

Fortune 500 company, including formulating business

justification, authoring request for proposals (RFP) and process

documentation, performing cost savings analyses, and training
personnel.

Mr. &Il has performed during his 20+ year career:

600+ web application penetration tests

400+ network penetration tests

300+ API penetration tests

200+ thick client penetration tests

O O O O

Other key accomplishments

. Updated antiquated client processes to meet their respective
requirements. The processes included moving from static
documentation to database-driven applications to intelligently
gather and manipulate data throughout the process lifecycle.
Technologies used to implement these solutions included
Windows SharePoint Services, OpenText Livelink, and custom
programs.

. Developed a security management application to compose,
generate, and track vulnerability assessments for a Fortune 500
company, which resulted decreased reporting times, multi-team
collaboration, and a cost-savings of over $1.5M to the company.
Alongside the application was the implementation of
programming best practices, including continuous integration
and robust bug tracking for progressive development.

. Lead assessor for more than a hundred security assessments
that required documented risk analysis, mitigation and
containment research and controls evaluation and
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Certifications

OSCP, OSWE, GSEC,
Security+, Oracle Certified
Professional Java
Programmer, CIW Perl,
JavaScript, Database
Specialist, and Web
Development Professional,
Project+, Network+, A+,
CJIS Level 4

SSBI Top Secret Clearance
(inactive)

Education

Western Governors
University (BS CIS)

recommendation. Mr. &Il Worked across all facets of the
organization to ensure security controls were understood,
documented and implemented properly in accordance to
recommendation and compliance.

Pioneered the implementation and integration of several
technologies for a Fortune 500 company, which resulted in
enterprise-wide adoption, including virtualization, full disk
encryption, and configuration management. Received several
awards in recognition of these achievements.

Received a Navy and Marine Corps Achievement Medal (NAM)
for working aggressively with Fleet Information Warfare Center
to identify and eradicate network vulnerabilities, and
successfully implement a shipboard information security
program continue such practices.
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Areas of Expertise

Ethical Hacking /
Penetration Testing / Red
Team

Vulnerability Management
Vulnerability Assessments

Network Architecture
Analysis / Design

Security / Risk Assessment

Network, Application and
Perimeter Security

Systems Administration

Peer Training/Team
Mentorship

Technical Expertise

Security Tools
Burp Suite
Hashcat
Metasploit
Nessus

Nikto

Nmap
PowerShell Empire
PowerSploit
SQLMap
Wireshark
Wfuzz

B Principal Consultant

HEE B s 2 principal security consultant with Emagined
Security, providing expertise in the fields of Ethical Hacking/Penetration
Testing. Prior to joining Emagined Security, served in a
technical capacity at Nicklaus Children’s Hospital as a Systems
Administrator. | comes from a diverse background and
experience working with a wide array of technologies and enterprise
products including but not limited to VMWare vSphere, Cisco UCS,
Microsoft Exchange, Active Directory, Microsoft SCCM, Sophos
SafeGuard, and Sophos Endpoint Security and Controls.

Penetration testing accomplishments:

> Lead tester on over 300 penetration testing engagements.
. IS has performed during his 10+ year career:

o 300+ web application penetration tests

o 300+ network penetration tests

o 100+ API penetration tests

o 70+ thick client penetration tests

> Mentored/trained team members on penetration testing/ethical
hacking methodologies.

. Developed multiple Python scripts to automate repetitive tasks
commonly encountered on penetration tests.

° Achieved “Guru” status and ranked in the top 100 in the “Hack

The Box” penetration testing labs, which is a well-known
educational platform for ethical hacking.

Other key accomplishments:

° Managed and grew a VMWare environment of about 50 hosts
to over 300 hosts and 1500 + virtual machines.
. Developed and maintained security hardened baseline/golden

images for multiple operating systems distributions of both
Windows and Linux.

. Implemented a “light-touch” operating system deployment
leveraging Microsoft SCCM.

. Implemented a phased monthly patching process for all
workstations and servers with WSUS/SCCM integration.

. Maintained a Microsoft SCCM environment and managed over

5000 servers and workstations, including patch management,
OSD, and application delivery.

° Managed a Cisco UCS infrastructure spanning four UCS
domains and over 200 blade servers.

o Developed and implemented numerous Active Directory GPO
policies and ACLs.

. Led initiatives to automate various Active Directory tasks using

PowerShell scripting.
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Technical Expertise
cont.

Programming
Languages

PowerShell

Python

Product Experience
Active Directory
Cisco UCS

Microsoft Exchange
Microsoft SCCM
Sophos

VMWare vCenter
VMWare vSphere

Certifications

OSCP, KLCP, OSWE, OSEP,
CcCcT

CCNA, CCNA Security
(Expired)

CompTIA A+, N+, Security+
CREST CRT Accredited

Education

Western Governors
University (B.S.)

Successfully completed a project to implement and maintain
hardware encryption using Sophos SafeGuard Encryption.
Implemented and maintained Sophos Endpoint Security and
Control.

Managed and successfully completed projects to migrate over
3000 workstations to Windows 7 and then again to Windows 10.
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Areas of Expertise

Ethical Hacking /
Penetration Testing / Red
Team

Mobile Application testing

Threat Modeling for FDA -
HIPAA Compliance

Vulnerability Management
Vulnerability Assessments
Digital Forensics

Fraud Detection /
Prevention / Control

Network Architecture
Analysis / Design

Security / Risk Assessment

Process Development /
Instantiation

Network, Application and
Perimeter Security

Problem Solving - Concrete
& Abstract

Analytics and Research

Program Creation,
Management and
Development

Documentation

Converged Environments /
Cloud

Social Engineering

Certifications

GIAC Certified Incident
Handler (GCIH)

IS Scnior Consultant

is a senior consultant with Emagined Security, providing
expertise in the fields of Ethical Hacking/Penetration Testing. JJEjj is an
Offensive Security Engineer with over two decades of experience in
Information Technology. He specializes in identifying and exploiting
software vulnerabilities and has a proven track record of successfully
analyzing software and systems to identify weaknesses. JJgifj has
demonstrated expertise in  coordinating the testing and
recommendation of security measures for operating systems, user
authentication, and applications. Prior to joining Emagined Security, Mr.

has supported various within the Navy (NAVAIR, NAWCAD,
NAVSUP), Army (ARCYBER, RCCP), Department of Defense (DoD),
and other government agencies such as the Census, Department of
Homeland Security (DHS) supporting CISA and US-CERT, Customs
and Border Protection (CBP), and Threat Systems Management Office
(TSMO) and their SOCs since 2003. has provided solutions that
preserve compliance, access, and security in rapidly changing
environments. He is adept at evaluating risks and threats and adopting
adaptive security policies, processes, and technologies.

Penetration testing accomplishments:

o Conducted insider and outsider threat perspective penetration
tests on all DHS CISA networks, creating security access
reports (SAR) as a weekly deliverable. Expertise in emulating
adversarial  exploitation  techniqgues against targeted
infrastructure, endpoints, and software. Conducted research on
internal service and application vulnerabilities to enhance Red
Team capabilities. Utilized proof of concept (POC) code to
develop working exploits for red team use.

J I has performed during his 25+ year career:

o 2700+ penetration tests, encompassing all
facets of network, mobile, and application
penetration testing

o Expertise in conducting vulnerability assessments for networks,
applications, and operating systems, identifying critical flaws
that could be exploited by cyber attackers.

o Experience conducting penetration testing using standard tools
such as Metasploit, Nmap, Nessus, and Burp Suite. Planned,
coordinated, and executed penetration testing, application
testing, and security assessments at the application, system,
and enterprise levels. Conducted manual penetration tests,
validated vulnerability scan results, and developed
automation/scripts for replicating validation and penetration
tests. Performed penetration testing on DHS and CBP
commercial off-the-shelf (COTS) and government off-the-shelf
(GOTS).
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Certifications (cont.)

GIAC Penetration Tester
(GPEN), Burp Suite
Certified Practitioner
(BSCP), eLearnSecurity
Certified Penetration
Tester eXtreme (eCPTX),
eLearnSecurity Certified
Professional Penetration
Tester (eCPPTv2),
eLearnSecurity Mobile
Application Penetration
Tester (eMAPT),
eLearnSecurity Certified
eXploit Developer (eCXD),
eLearnSecurity Certified
Web Application
Penetration Tester
eXtreme (eWPTXv2),
ZeroPointSecurity
Certified Red Team
Operator (CRTO), TCM
Security Practical
Network Penetration
Tester Certification
(PNTP, Offensive Security
Certified Professional
(0SCP), Offensive Security
Web Expert (OSWE),
Offensive Security
Experienced Penetration
Tester (OSEP), CompTIA
PenTest+, Certified
Ethical Hacker (CEH)

Education

Strayer University (B.S.)

. Validated findings through manual exploitation to eliminate false
positives. Demonstrated ability to recognize, document, and
report vulnerabilities and kill chains, describe remediation
activities, and effectively communicate results to technical and
non-technical audiences within DHS/CISA.

Other key accomplishments:

. Skilled in conducting secure code reviews (SCR) using static
code analyzers such as HP Fortify, SonarQube and
CheckMarx. Experienced in coordinating with developers to
address findings and documenting completed development
projects for operational use.

. Proven ability to provide oral briefings to technical and non-
technical audiences, including leadership, on assessment
results. Skilled in developing and presenting Red Team reports,
diagrams, and presentations detailing attack chains, timelines,
and compromise metrics.

° Experience in developing and tuning offensive tooling to
increase effectiveness and reduce detection. Participated in
offensive operations and provided support for rapid capability
and tool development.

. Involved in Purple Team exercises, collaborating with
DHS/CISA cyber defense teams to influence executive
leadership on prioritizing and executing remediation plans.
Strong communication skills used to present findings and
recommendations to various audiences.

° Conducted regular network security audits and scanning over
400,000 DHS and CBP assets using Tenable Security Center
(SC) to pinpoint vulnerabilities and streamline tasks.

. Skilled in developing and modifying custom Python scripts and
applications for vulnerability testing and parsing CSV reports
produced by Tenable SC and validated report findings manually
to minimize false positives.

. Mr. &l has made notable contributions to the MASV (Mobile
Application Security Verification Standard) and MASTG (Mobile
Application Security Testing Guide) projects of OWASP (Open
Web Application Security Project).
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Areas of Expertise

Ethical Hacking

Information Technology,
Security Methodology

Penetration Testing
Security Management
Problem Solving

Project and Program
Management

Embedded Controllers

Secure SDLC
Development

Software Development
(Agile / Waterfall)

Vulnerability
Assessments

Microsoft Exchange
TCP/IP Administration
Digital Systems

Technical Expertise

Operating Systems

Windows (all versions),
Linux/Unix

Languages

.NET, c#, ¢/c++, Java,
Assembly, RS232/RS485

Protocols & Services

TCP/IP, HTTP(s), (s)FTP,
SMTP, POP3, DNS, IMAP,
SCP, SSH

[3] Senior Consultant

[3] is a senior consultant and has been working with
information technology for over eight years and has shown himself
to be a great wealth of information in the information technology
and security tools arena. [JJJE&Jlis a self-starting individual that
takes great pride in understanding as much of information
technology as one person can. -EF experience
encompasses enterprise operations and security management,
policies and standards, consulting, assessments, and penetration
testing.

-H-s the consultant you engage to learn, understand and
improve your security tool sets. He has the motivation and energy to
perform any task assigned. He has the ability to learn and understand
multiple security tools, product and service and harness that
knowledge to better serve an enterprise. His understanding of
security far outweighs that of many of his peers in time and
experience.

Penetration testing accomplishments:

° Lead penetration tester on over 400 application and
network-based penetration tests, including mobile
applications and embedded devices as well as web
application, thick clients, APIs and network-
based/critical infrastructure.

. Cisco Hacking - Performed an ethical hack on a high value
Cisco Router where the client had stated the router failing
would alert support. Resulting test changed the scope of how
the boundary router security mechanisms were
implemented.

. Wireless Hacking - Provided Wireless Penetration
supporting clients identifying rogue wireless access points
and clients attempting connections to their corporate wireless
network.

. Web application testing for customer member bank member
interface applications. Providing Ethical hacking on high-net-
worth internet sites where customers have access to
sensitive marketing and reporting of industry trend reporting.

Other key accomplishments:

. Implementation of Vontu into enterprise network
environment including day to day operations guides, product
tuning and infrastructure design and roll-out
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Software

Backtrack, Burp Suite,
Nessus, Netcat, Nikto,
OWASP ZAP, Snort,
Wireshark, Web Inspect,
Various other tools

Certifications

Certified Ethical Hacker
Certified

A+ Certification
Vontu Certified

Symantec Endpoint
Protection Certified

PGP Certified

Brightmail Gateway
Certified

Altiris SE Certified

Currently pursuing CISSP —
Certified Information
Systems

Certified Ethical Hacker
Certified

Technical Specialties

Penetration Testing
802.11x Wireless

Security Tool
Infrastructure Design,
Implementation and
Operation

Endpoint Security implementation expert with detailed
knowledge of client computer requirements on upgrading to
endpoint security products including, AV, FW, Vontu and
Altiris.

Day-to-day security tool operations, enhancements and
maintenance of multiple security tool platforms.

Symantec ESM 6.5, Bindview and Endpoint 12 Integration
and Product Management Support. Provide support for
product implementation and support including setup, training
and identification of areas of use of product deployments.
Responsible for customer training in various areas including;
security, automation management, and programming
control.

Technical Support (SE) for consultant, sales department and
upper management.

Learned all past and present programming software and
hardware specifications related to security and automation
control systems.
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Areas of Expertise

Ethical Hacking /
Penetration Testing /
Red Team

Vulnerability
Management

Vulnerability
Assessments

Digital Forensics

Security / Risk
Assessment

Network, Application and
Perimeter Security

Problem Solving -
Concrete & Abstract

Documentation
Social Engineering

Web Development

Certifications

SLAE, SPSE, SJSE, PCNSE,
CCNA (R&S),Pentest+,
CySA+, Sec+, Net+, A+

Education

Johnson County
Community College

Centriq Training

[3] Senior Consultant

IS s 2 Scnior Security Consultant with Emagined Security
with more than 6 years of proven information security experience.
After being an integral blue team member in a network operations
center,iﬂ-opted for a more offensive role, where he realized a
deep passion that lent itself to naturally accelerated growth within the
field. & Jlidevotion to problem-solving and out-of-the-box

creativity has helped him identify and report multiple security

vulnerabilities to multiple bug bounty programs.

As an active member of Kansas City’s longest-running monthly
security meetup, ften delivers rigorous reports to

executives employed by several Fortune 300 companies and leads
talks to better inform local cyber security professionals in the group.
Additionally

actively analyzes consumer devices, such as
Roku, Nikon cameras, garage door controllers, and smart entry
systems akin to the Amazon Ring, for security weaknesses.

Penetration testing accomplishments:

> Contributed more than a dozen unique vulnerabilities to open-
source bug bounty programs and many more unpublished ones

Wn discovered by others.
> has conducted over 200+ application and

network-based penetration tests during his 6+ year career.

Other key accomplishments:

> Architect of modular, responsive, elegant systems for myriad
use-cases, including custom Command and Control back-ends,
surreal phishing guises with effective results, as well as intricate
payload delivery systems that thwarted Top 10 security
appliance vendors.

> Effective, driven tester with a proven track record on 200+
penetration testing engagements, including social engineering,
physical and perimeter assessments, lock bypass
demonstrations, and custom exploitation development for
bench-marking security controls at an unparalleled standard
with multiple Fortune 500 clients.
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Areas of Expertise

Penetration Testing

Cyber Threat Analysis
Vulnerability Management
Vulnerability Assessment

Red Team/ Adaptive
Threats

Digital Forensics
Security / Risk Assessment
Process Development

Symantec Endpoint
Protection/Two Factor
Authentication

SIEM Analysis
Technical Writing
Incident Response
Symantec Backup Exec

Network, Application and
Perimeter Security

Problem Solving — Concrete
& Abstract

Analytics and Research

Program Creation,
Management and
Development

Social Engineering
Documentation

Clearance

Secret Clearance (DoD)

[3] Senior Consultant

-E- s a senior security consultant with Emagined Security,

providing expertise in the fields of Ethical Hacking, Proactive Network
Testing, Cyber Security Threat Management Analysis, Security
Information and Event Management (SIEM), Vulnerability

Management, Incident Response, and Computer and Network
Forensics. Prior to joining Emagined Security,iﬁ.served in both
technical and supervisory capacities at Aerojet Rocketdyne. —E-
possesses strong skills in identifying client needs and fostering
collaboration with multiple cross-functional teams to formulate and
implement successful security solutions. [JJEIJljis an effective
communicator who excels at both written and verbal communication
skills. & Jhas demonstrated ability to bridge the gap between
technical and non-technical personnel and brings with him an arsenal

of experience working on a myriad of established and cutting-edge
security technologies, hardware, and software platforms.

Penetration testing accomplishments:

» Lead penetration tester on over 400 engagements, including
various web application, API, thick client, and network-based
penetration tests, including mainframe and ICS/SCADA.

Other key accomplishments:

» Lead cyber threat and incident management liaison between client
and Defense Cyber Crime Center (DC3) / Defense Industrial Base
(DIB) that required risk analyses metrics, incident response,
containment, mitigation, threat actor analysis, forensic acquisition
and analysis, remediation techniques and implementation and
collaboration with appointed Department of Security Services
(DSS) and Federal Bureau of Investigations (FBI) agents.
worked across all aspects of the organization.

» FireEye-MAS/WebMPS/EX appliance administrator, event monitor,
and incident response lead. has contributed directly to all
FireEye appliances deployed throughout the organization.
constantly updated all FireEye appliances with real time threat
intelligence from Defense Intelligence Agency (DIA), National
Security Agency (NSA), DC3, Department of Homeland Security,
Central Intelligence Agency (CIA), US Computer Emergency
Response Team (US CERT), Federal Bureau of Investigations
(FBI), iDefense Threat Intelligence, and Department Security
Services (DSS), ensuring all perimeters of the organization were
secure.
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Education

Sacramento, California
State University, BS -
Business Administration

Industz Certizlcations

Certified Ethical Hacker
CompTIA A+ Certification

Microsoft Windows
SharePoint Services 3.0,
New Horizons, 2008

Microsoft Office Share
Point Server 2007, New
Horizons, 2008

Windows SharePoint
Services Installation, New
Horizons, 2008

Windows SharePoint
Services Administration,
New Horizons, 2008

Appointed Cisco Proxy Admin. created and maintained web
policies, Custom URL Categories, web reputation and filtering,
acceptable use controls, identities, routing and access polices
throughout the infrastructure meeting customer’s expectations for
UAT of new controls and polices, and implementation.

Forensic acquisition, analysis, and data preservation.

utilized Gudiance Software’s EnCase for laptops, desktops,
tablets, cell phones, storage devices, multiple platform servers
and live memory collectio images through physical, logical,
and remote acquisitions. irectly aided investigations
through discovery of evidence and identification of indicators of
compromise (loCs) that have been shared with law enforcement

organizations including DSS, FBI, and Air Force OSI.

rovided technical support, security process and procedures
development and maturation, direction, supervision, and leadershi
to members of the PC support group and IT call centers. .Ei
contributed numerous knowledge-base articles and remediation
guides for deskside support and the IT call center.
Provided guidance and direction regarding security control
elements in policies that included TLS, email encryption, phishing
campaigns, Cyber Security awareness campaign, customer data
exchange, overseas computing, and incident reporting.
Technical writer for a Corporate Security Visitor Security
Management implementation. was selected to test and
configure visitor security management software, peripherals,
printers. constructed supporting documentation for
deployment and training for corporate security.
Directed over $500K in infrastructure resources. nstructed
and trained peers as well as department employees with developed
documentation and training that fosters to all learning altitudes at a
technical and non-technical standpoint.
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Areas of Expertise

Ethical Hacking /
Penetration Testing /
Red Team

Vulnerability
Assessments

Network Architecture
Analysis / Design

Security / Risk
Assessment

Vulnerability
Management

Network, Application and
Perimeter Security

Systems Administration

Peer Training/Team
Mentorship

Hyperconverged
Infrastructures

PowerShell

Active Directory
Microsoft Exchange
Microsoft SCCM
Azure

AWS

Sophos

VMWare vCenter
VMWare vSphere
Cisco UCS

-E- Senior Consultant

is a senior security consultant with Emagined Security,
providing technical and managerial expertise in the fields of Ethical

Hacking/Penetration  Testing, Virtualization an erged
Environments, and Enterprise Systems Administration. is an
IT professional with over 17 years of progressive experience in secure
design and implementation, operations, vulnerability management, and
data center operations. Prior to joining Emagined Security

served in technical and supervisory capacities for CDR Maguire, Roya
Caribbean Cruises, and Miami Children’s Health System where he
oversaw the daily administration, security, and management of multi-
million dollar architect ir critical network infrastructures, and
various support teams.ﬁﬁﬁdiverse background and experience
with a variety of IT technologies and enterprise environments, coupled
with his bilingual proficiency in Spanish and English allows him to excel
in identifying client needs, providing secure and comprehensive security
solutions, and with adroitly navigating the rapid and ever-evolving
cybersecurity landscape for his clients and their respective
organizations.

Penetration testing accomplishments:

rings over 15+ years of IT experience, customer
service, project and engagement management, with focus in
large project management.

has conducted over 50 network-focused
penetration tests, and has lead several OSINT discovery
efforts and web application penetration tests.

Other key accomplishments:

. Managed a multi-state effort to deploy IT infrastructure in COVID-
19 testing and vaccination sites for the Florida Division of
Emergency Management and FEMA.

. Researched and implemented different technologies to support
LTE communications utilizing multicarrier redundancy with
Verizon, AT&T, and/or T-Mobile.

. Implemented MDM solutions to manage mobile technologies like
Apple 10S, Android, Unitech or Zebra handhelds, as well as
Cradlepoint solutions for VPN and network communication.

. Supervised a team of over 100 field technicians, assigned work
and activities, conducted performance reviews, and
instilled/promoted overall employee engagement within the team.

. Developed procedures and implemented communication channels
to support over 100 COVID-19 testing and vaccination sites with
over ten thousand user endpoints.
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Certifications

AWS Cloud practitioner

VMware Certified
Professional 6.5

CCNA, CCNA Security
(Expired)

CompTIA A+, N+, Security+

Education

Western Governors
University (B.S.)

Implemented multiple solutions in Microsoft Azure including but not
limited to the automation of virtual machines deployments. Setup
VPN connectors to provide interoffice connectivity, leveraged
Microsoft Intune to support managed mobile iOS devices and
unmanaged devices (BYOD).

Deployed mobile applications from Azure Intune to Apple iOS and
implemented multiple workflows in Azure AD.

Directed, managed, coordinated and completed multiple VMWare
ESXi migrations and/or upgrades across multiple ships and shore
side data centers.

Automated the virtual server migration in VMWare using tools such
as PowerShell and PowerCli. Also automated repetitive task like
server provisioning and the installation of applications like FlexNet,
Cylance and others.

Supported a VMWare infrastructure with over 10,000 mission
critical virtual servers.

Successfully completed the deployment of Cisco Internight to
centralize the management of over 30 Cisco UCS domains.

Full SCCM implementation to automate, package and

deploy operating systems and applications.

Deployed multiple Cisco UCS domains leveraging server
profiles, fabric interconnects, chasses, and blades.
Implementation of WSUS to integrate with SCCM for the
management and deployment of Microsoft Windows
updates.
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Areas of Expertise

Ethical Hacking /
Penetration Testing

Network Penetration
Testing

Application Penetration
Testing

API Penetration Testing

Vulnerability
Management

Project Management

Certifications

Certified Ethical Hacker
(CEH)

Nessus Proficiency
Splunk Fundamentals
Splunk Sales Rep I

Education

Western Governor’s
University - M.S. in
Business Management
and Administration

lHlSenior Consultant

.Erl.is a senior consultant with Emagined Security, providing
expertise in Ethical Hacking/Penetration Testing. J&jjiij has been with
Emagined Security for 4+ years, with experience on the Security
tions Center (Blue Team) and on the penetration testing team.
as excellent technical skills in security and great communication
and problem-solving skills in finding solutions to security issues in

applications and networks.

Penetration testing accomplishments:

> -E-ms performed over 100 penetration tests on
networks, applications, and APIs, delivering detailed

vulnerability analyses, related business impact,
mitigation techniques, and expertise on overall security
posture.

> In addition to testing, -E- has led numerous
engagements and is an excellent technical resource in
finding, exploiting, and providing mitigation methods to the
most common and widespread security issues in today’s
landscape.

Other key accomplishments:

has performed over 100 penetration tests on
networks, applications, and APIs, delivering detailed
vulnerability analyses, related business impact, mitigation
techniques, and expertise on overall security posture.

> .E-has a full vision for information security providing
insights to both offensive and defensive postures, with
experience as a security operations center (SOC) analyst as
well as ongoing experience in penetration testing.

> -E- s heavily involved in the cyber security community,
being involved in numerous organizations that focus on
staying up-to-date on the latest and most important security
issues that we see today.

> Recently, -E! focus has been on engagement
management an elivering stellar end-to-end project
management and customer satisfaction/experience for
Emagined Security clients.
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Areas 0[ Exeertise

Ethical Hacking /
Penetration Testing

Vulnerability Assessment
Vulnerability Reporting
Web Application Security
Automation Testing
Accessibility Testing

Risk Assessment

Agile, SDLC, STLC

Scrum Methodologies

Certifications

Certified Ethical Hacker
(CEH)

Certified in Selenium +
Java

Education

Master’s in computer
science from Osmania
University in 2007

[3] enior Consultant

.ﬂ.has nine (9) years of IT experience with dedication placed on
penetration testing, security assessment, and automation testing.
&l s a senior consultant with Emagined Security, providing
expertise in the fields of Ethical Hacking/Penetration Testing and
Open-Source Intelligence gathering. Before joining Emagined
Security erved in Health Resources and service
administ an application penetration test engineerlﬂ.ws
excellent exposure in multiple industries and verticals like
Healthcare, Utility, Retail and Pharmaceuticals worked as Lead
Automation Test Engineer.JlIE&IMis an excellent team player,
enthusiastic initiator, who brings with her the ability to implement
fundamental security tenets and concepts effectively and efficiently.

Penetration testing accomplishments:

. Lead OSINT investigator for Emagined Security, conducting
over seventy-five (75) OSINT discovery efforts.
. Web application penetration tester who has logged

more than 100 web application penetration tests with
several thick client and API tests.

° Excellent working knowledge and practitioner of the
OWAGSP penetration testing methodology, including the
various attack vectors, risk assessment and vulnerability
reporting.

. Proficient in exploiting application-level vulnerabilities like
XSS, SQL Injection, CSRF, authentication bypass,
cryptographic attacks, authentication flaws etc.

° Skilled using Burp Suite, OWAP Zap, NMAP, Nessus, SQL
Map, and other trade tools for application penetration tests
and infrastructure testing.

Other key accomplishments:

. Collaborates on a cross-functional and highly specialized
team on cross-product technical issues with a variety of
resources including development to documenting software
defects to exploitation to customer vulnerability remediation.

. Designed automated test cases using the Selenium
WebDriver inside the Eclipse IDE using Java.
. Involved in development of POC for Open-Source testing

framework using Selenium IDE/RC, Java, Junit, X path
Firebug.







.
ESETIeInE

Areas of Expertise

Ethical Hacking /
Penetration Testing

Network Penetration
Testing

Application Penetration
Testing

API Penetration Testing
Vulnerability Management
DevSecops

Microservice Orchestration
Container technologies

Cloud technologies &
Security

Image Hardening
Cloud Security
Python

C++

Javascript
Embedded Devices
IoT Security

CI/CD pipelines

Certifications

CompTIA Network +
CompTIA Security +

Education
O

University of Maryland
Global Campus -B.S. in
Computer Networks and
Cybersecurity

0.A.U lle-Ife - BA in Law

[3]

Security Consultant

is a security consultant with Emagined Security, providing
expertise in Ethical Hacking/Penetration Testing. He is a veteran
who holds a top-secret clearance and has worked in both
classified/unclassified environments. He has a broad range of
security experience with different technologies including cloud
technologies, loT (Internet of Things) devices, DevSecops,
design/development of embedded devices, container orchestration
and software development.

Penetration testing accomplishments:

Performed penetration testing for several systems in pursuit
of a FedRamp Authority to Operate (ATO)

has performed over 150+ penetration tests on
infrastructure and applications during his 6+ years
career.

Other key accomplishments:

Designed a FedRamp Compliant AWS environment from
ground up for a top-secret system for the department of
justice

Developed automation to harden Linux, Windows systems
using go-task, ansible, chef inspec, python and GitHub
actions resulting in images that achieved up to 80%
compliance with CIS benchmarks.

Developed PowerShell and python scripts to audit user
interaction with a top-secret system.

Developed a Docker image that bundles several security
tools to aid performing penetration tests in new
environments with minimal setup.

Discovered and assisted to remediate several critical
vulnerabilities in a system that could have exposed millions
of Pll, and top secret marked information.

Led a team to achieve SOC2 Compliance for a private
organization.
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Areas of Expertise

Ethical Hacking /
Penetration Testing

Testing

Vulnerability Management
Open-source Intelligence
Container technologies
Cloud technologies

Image Hardening

Cloud Security

Python

C++

Embedded Devices

IoT Security

Certifications

Certified Cybersecurity
Technician (CCT)

CompTIA Security+
(expired)

Education

University of Miami -
Cybersecurity Professional
Bootcamp

Miami Dade College A.A
Computer Science

[3] Security Consultant

-E- is a security consultant with Emagined Security,
providing expertise in Ethical Hacking/Penetration Testing. JJEII

has a strong background in network administration as well as
experience in the Security Operations Center (Blue Team). Before
joining Emagined JJJ&i]vorked as a network consultant at an MSP
that serviced various small to medium businesses that dealt in a
variety of industries, from Healthcare Vendors to Venture Capital
firms.

Penetration testing accomplishments:

has performed more than 50 network
penetration tests during his four (4) years career in ethical
hacking.

rings a tenacity to learn and build advanced
penetration testing skills to every engagement.

s proficient in the following network and application-
ased tools: Dirbuster, OWASP ZAP, NMAP, Nessus, and
NetCat to name a select few utilities.

Other key accomplishments:

. I E I cc<ntly obtained his Certified Cybersecurity
Technician certification from EC-Council through the
Emagined Security in-house training program. The CCT
consisted of 40 hours of in-classroom work, over 25 hours
of labs ‘90+ labs) and offline study. The CCT extends Mr.

eveloping cybersecurity skills.

. brings an additional two years of security
operations center (SOC) experience to his engagements,
allowing him the unique opportunity of providing detailed
remediation expertise, as well as implementation and
vulnerability management practicality and empathy to
Emagined Security clientele.


















Exhibit F - NonDisclosureForm-Emagined Signed Final.pdf

EXHIBIT F - CONFIDENTIALITY AND NONDISCLOSURE AGREEMENT

CONFIDENTIALITY AND NONDISCLOSURE AGREEMENT

This Confidential and Nondisclosure Agreement ("Agreement") is entered into by and
between the State Auditor’s Office, an agency of Washington State government ("SAO"),
and ("Recipient”).

Recipient acknowledges that SAO and the state agencies and local governments under audit
have certain confidential or sensitive information and/or material. Recipient requires access
to this information or material to complete the IT Security Audit, SAO agrees to release this
information to Recipient for those purposes pursuant to the tering and conditions contained in
this Agreement. Recipient agrees to the terms and.conditions herein.

NOW THEREFORE, in consideration of the above premises and the promises containied
herein, the parties agree as follows;

1. Whenever used in this Agreement, the term "Confidential Information” will mean (i)
information exempt from disclosiure to the public or-other unauthorized persons under either
chapter 42:56 RCW or other state or federal statutes, unless otherwise identified as. non-
confidential at the time of disclosure: or (ii) any other information which SAQ has identified
to Recipient in writing as confidential at the time of disclosure or within thirty (30} days after
disclosure; or (iii) inforination which would ordinarily be considered confidential .or
proprietary in the light of the circumstances surrounding disclosure. Confidential Information
may take the form of (but is not limited to) plans, calculations, charts, concepts, know-how,
inventions, licensed technology, design sheets, design data, diagrams, systein design,
materials, hardware, manuals, drawings, processes, schematics, specifications; instructions,
-gxplanations, research, test procedures and results, equipment, identity and descriptions of
components or materials used, social security numbers, protected health information,
personally identifiable information, IT security test results or any other material or
information supplied by or on behalf of SAQ, or that is disclosed to or becomes known by
Recipient as a result of its dealings with SAQ. Confidential Information may be in tangible
or intangible form. SAQ’s failure to expressly identify Confidential Information as such shall
not in any way lessen or negate Recipient's obligation to keep such information confidential
in accordance with this Agreement,

2. Notwithstanding the foregoing, the term "Confidential Information”, shall not be
construed to include information that (i) i5 or becomes readily available in public records or
documents, other than as a result of a disclosure by Recipient or other entity acting ofi behalf
of Recipient, or (ii) which can be docimented to have been known by Recipient prior to its
disclosure by SAQ, or (iii) which is disclosed pursuant to applicable law, judi¢ial action or
government regulations, including without limitation the Washington State Public Records
Act, RCW 42.56, et seq.

3. The Recipient acknowledges that the Confidential Information is confidential and
proprietary information of State of Washington (SOW) and local governments and that its
protection is essential to the security and mission .of SOW and local governments. The
purpose of this agreement is to enable SAO to make disclosure of the Confidential
Information to the Recipient while still maintaining rights in and control over the Confidential
Information. The purpose is also to preserve confidentiality of the Confidential Information
and to prevent is unauthorized disclosure: It isunderstood that this agreement does not grant
Recipient an express or implied license or an option on a license, or any other rights to or
interests in the Confidential Information.

4. The Recipient shall, and require its employees, officers, independent contractors, -and
subcontractors, and any other entities acting on its behalf (collectively “Adfiliates™) to:







(a) copy, reproduce or use Confidential Information only for the purpose described

herein and not for any other purpose unless specifically authorized to do so in writing
by SAQ; and '

(b} not permit any other person to use or disciose the Confidential Information for any
purpose other than those expressly authorized by this Agreement; and

(¢) disclose such Confidential Information only to those of its Affiliates who requite
knowledge of the same for the purpose described herein; provided such Affiliates
are obligated to maintain the confidentiality of the Confidential Information and
otherwise comply with the terms of this Agreement; and

(d) implement physical, electronic and managerial safeguards to prevent unauthorized
access to or use of Confidential Information, including without limitation,
providing Affiliates a copy of the terms of this Agreement. Such restrictions will

be at least as stringent as those applied by the Recipient to its own most valuable
confidential and proprietary information.

‘5. The acts or omissions of Recipient’s Affiliates with respect to the Confidential
Information shall be deemed to be.acts or omnissions of Recipient.

6. Recipient will not remove, obscure or alter any confidentiality or trade secret notation
from the Confidential Information without SAQ’s prior written authorization.

7. Confidential Information will remain the exclusive property.of SAQ; upon completion of
the project described in Section 1, or whenever requested by SAQ, Recipient will promptly
destroy or retirn to SAO all Confidential Information and all copies thereof, including
summaries, reports or notes based thereon, unless otherwise expressly authorized by SAO in
writing. '

8. Recipient agrees that the breach of the terms of this Agreement would cause irreparable
damage to SOW and/or local governments and their citizens. Therefore, Recipient agrees
that if it:should breach its obligations hereunder, Recipient will defend, indemnify, and hold
‘SAQ harmless from actual damages from losses that result from its breach, including the
notification requirements of RCW 42.56.590. This includes attorneys' fees and costs of suit.
Also, SAO has the right to seek an order to restrain Recipient from breaching this agreement.
If SAQ does seek such an order, Recipient agrees at this time fo waive any claim or defense
that SAO has an adequate remedy at law or in damages.

9. This Agreement will be construed and enforced in all respects in accordance with the
laws of the State of Washington. The parties consent to the exclusive jurisdiction of the
Superior Court. of the State of Washington and exclusive venue in Thurston County,
‘Washington.

10. Term. The Term ofthis Agreementshall be three years from the date of the last signature,
provided however, the obligations of confidentiality shall continue and survive this
Agreement.







APPROVED
State of Washington
State Auditor’s Office

APPROVED

Recifiem: Emair?ecuriw, Inc.

Signature

Print or Type Name

Signature

D/‘HND g(.;oCKo(_

Print or Type Name

(eo ’7///.9-/93

Title

Date

Title " Date

29/¢ Samw Simeor o AY

Address

sAn Chltos CA F4670
00 §93 78329

Phone












Exhibit G - SecurityQuestionaire-Emagined Final_Redacted.pdf

EXHIBIT G- STATE AUDITOR’S OFFICE (SAO) SECURITY QUESTIONNAIRE

Please answer with as much description and detail as possible to the following questions.
Questions and requests for information are in support of SAO compliance requirements
derived from OCIO Standard No. 141.10. This standard can be retrieved from:
https.//ocio.wa.gov/policies/141-securing-information- technology-assets/14110-securing-
information-technology-assets.

Physical and Environmental Protection

1. Please describe the physical attributes and controls used to protect computer hardware,
documents and all related material that could or will be associated with any contracted
data exchange between the State Auditor’s Office and the audited entity.

2.  Will your organization be storing any contract related data on other systems in addition
to workstations such as servers or cloud service providers? If so, describe the physical
security and controls in order to protect contract related data.

3. Will your organization’s assigned agents associated with any contract with SAQO be
accessing and storing any contract data on mobile devices such as phones and tablets. If
so, describe any controls used to protect contract related data on those devices.

Network Security (Regarding any systems that will be storing, processing or used for
transitory (email for example) functions with contract related data)

1. [If applicable, how will your organization apply and enforce network controls to protect
segments and individual systems with each segment in order to prevent unauthorized access to
contract related data.

2. How does your organization ensure that systems are up-to-date with latest software
security patches and updates? Please explain your organization’s patch management
process and provide your organization’s patch management policy.







3. Please provide your organization’s password policy.

Operations Management

1. Describe your organizations media handling and disposal process? Please provide your
associated policy if applicable.

2. Does your organization have a data backup processes in place that will capture and
backup any data related to the contract? If so, please describe the backup process and
procedures and any controls (e.g., encryption) used to protect contract related data in backup
systems? Please provide your associated policy if applicable.

Security Monitoring and logging

1. What type of auditing capabilities, features and settings does your organization enable on
systems such as security event logs? Please provide your organization’s policy associated to
this question.

2. How long are logs retained on any system that will be handling contract related data?








Incident Response - In the event of any confirmed compromised or breach of data related to
protected contract related data, explain or provide your organization’s Incident Response
protocol or plan. Please provide all associated organizational policies with this question.

Data Security

1. Please describe your organization’s use of multifactor authentication for onsite and
remote users.

2. Please explain any controls (encryption; role-based security for example) your
organization uses to protect contract related data on systems such as servers to prevent
unauthorized access to data-at- rest.

3. Will your organization be using any system(s) for data transfer or transmission such as file
transfer or email type systems to transmit contract related data? If so, please describe all
controls that will ensure the data exchange is secure and that data cannot be deciphered
during transmission.

Security Review

1. Please provide information about any certifications or external audits your organization
has completed about your organization’s security such as a System and Organization Controls







(SOC) audit or a Cybersecurity Maturity Model Certification (CMMC).
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CERTIFICATE MAY BE ISSUED OR MAY PERTAIN, THE INSURANCE AFFORDED BY THE POLICIES DESCRIBED HEREIN IS SUBJECT TO ALL THE TERMS,

EXCLUSIONS AND CONDITIONS OF SUCH POLICIES. LIMITS SHOWN MAY HAVE BEEN REDUCED BY PAID CLAIMS.

INSR ADDL|SUBR POLICY EFF POLICY EXP
LTR TYPE OF INSURANCE INSD | WyD POLICY NUMBER (MM/DDIYYYY) (Ma/oonwv) LMITS
A | X coMMERCIAL GENERAL LIABILITY E£ACH OCCURRENCE §1,000,000
’ CLAIMS-MADE [E OCCUR >< >< 3579-07-80 EUC 7/31/2022 [1/31/2023 EQ?Q%EO(E‘;%N,JE,?W) s INCLUDED
— MED EXP (Any one person) $ 10,000
] PERSONAL & ADV INJURY _ |$1,000,000
| GENL AGGREGATE LIMIT APPLIES PER: GENERAL AGGREGATE $2.000,000
pPoLICY S LoC PRODUCTS - COMP/OP AGG | 5 +,000,000
OTHER: $
AUTOMOBILE LIABILITY CE%’\';E:I:%EEQSINGLE LMy $1,000,000
ANY AUTO 7497-17~-99 (22) 7-31-2022 [7-31-2023 | BODILY INJURY (Perperson) |$
|| OWNED SCHEDULED i
| AUTOS ONLY AUTOS BODILY INJURY (Per accident) | §
X HIRED NON-OWNED PROPERTY DAMAGE $
AUTOS ONLY AUTOS ONLY {Per accident)
B $
C X UMBRELLA LIAB OCCUR EACH OCCURRENCE $5,000,000
EXCESS LIAB CLAIMS-MADE AGGREGATE 5,000,000
pEp | | RETENTIONS (22) 7987-11-20 [7/31/2022 [7/31/2023 s
WORKERS COMPENSATION PER OTH-
AND EMPLOYERS' LIABILITY YIN xl STATUTE ] I ER 566 000
D e U™ [ ||n/a|  [W2Q-DB76685-03  |5/15/2022 [5/15/2023 | ELEACHACCIOENT ___i5_r oo
(Mandatory in NH) E.L DISEASE - EAEMPLOYEE| 51,000,000
If yes, describe under 1.000.000
DESCRIPTION OF OPERATIONS below E.L DISEASE - POLICY LIMIT |51/ ’
E |MEDIA TECH V158P9231601 20234/23/2023 4/23/2024 |CLAIMS MADE $2,000,000
PROFESSIONAL/CYBER
F |EXCESS OVER E&O/CYBER PRX30036278900 4/23/2023 [4/23/2024 |FOLLOWING FORM $3,000,000

DESCRIPTION OF OPERATIONS / LOCATIONS / VEHICLES {ACORD 101, Additional Remarks Schedule, may be attached if more space Is required)
THIRTY (30) DAY NOTICE OF CANCELLATION FOR NON-PAYMENT OF PREMIUM.

COVERAGE IS PRIMARY AND NON-CONTRIBUTORY WITH WAIVER OF SUBROGATION.
PER ATTACHED ENDORSEMENT FORM: B80-02-2367 (REV 05-07) WC 04 03 06 (04-84)
CERTIFICATE HOLDER IS NAMED AS AN ADDITIONAL INSURED PER BLANKET ENDORSEMENT ATTACHED:

FORM 80~02-2367 (REV, 07-05) CYBER COVERAGE INCLUDES 1ST AND 3RD PARTY DATA AND NETWORK LOSSES
RE: CONTRACT #K421-C-0514

CERTIFICATE HOLDER

CANCELLATION

WASHINGTON STATE AUDITOR'S OFFICE
3200 SUNSET WAY SE

P.0O. BOX 40031
OLYMPIA, WA.

98504-0031

E ABOVE DESCRIBED POLICIES BE CANCELLED BEFORE
THEREOF, NOTICE WILL BE DELIVERED IN

SHOULD ANY OF

ACORD 25 (2016/03)

88-2015 ACORD CORPORATION. All rights reserved.
The ACORD name and logo are register Tks of ACORD
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Code

Brief Explanatory Description

Statue/Rule/Case

Personal Information:

[1]

Bank Account Information - Credit card numbers, debit
card numbers, electronic check numbers, card expiration
dates, or bank or other financial account numbers, except
when disclosure is expressly required by or governed by
other law.

The redacted information is a bank account number.

42.56.230(5)

[2]

Social Security Number of persons who are not public
employees or public clients. The Privacy Act of 1974
evinces Congress’ intent that social security numbers are a
private concern.

The redacted information is a social security number.

5 U.S.C. sec. 552(a);
RCW 42.56.070(1); RCW
42.56.250(4)

[3]

Personal Information in any files maintained for students in
public schools, patients or clients of public institutions or public
health agencies, or welfare recipients;

The redacted information is a personal information.

RCW 42.56.230(1)

Employee Information:

[4]

Employee Social Security Number. The Privacy Act of
1974 evinces Congress’ intent that social security numbers
are a private concern.

The following information held by any public agency in
personnel records, public employment related records,
volunteer rosters, or included in ang mailing list of
emcFonees or volunteers of any public agency: Residential
addresses, residential telephone numbers, personal
wireless telephone numbers, personal electronic mail
addresses, social security numbers, driver's license
numbers, identicard numbers, and emergency contact
information of employees ... of a public agency, and the
names, dates of birth, residential addresses, residential
telephone numbers, personal wireless telephone numbers,
personal electronic mail addresses, social security
numbers, and emergency contact information of
dependents of employees ... of a public agency.

The redacted item is an employee social security number.

5U.S.C. sec. 552%a);
RCW 42.56.070(1

RCW 42.56.250(4)

[3]

Employee Residential Address

The following information held by any public agency in
personnel records, public employment related records,
volunteer rosters, or included in any mailing list of
eménloyees or volunteers of any public agency: Residential
addresses, residential telephone numbers, personal
wireless telephone numbers, personal electronic mail
addresses, social security numbers, driver's license
numbers, identicard numbers, and emergency contact
information of employees ... of a public agency, and the
names, dates of birth, residential addresses, residential

42.56.250(4)
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telephone numbers, personal wireless telephone numbers,
personal electronic mail addresses, social security
numbers, and emergency contact information of
dependents of employees ... of a public agency.

The redacted information is an employee address.

[6]

Employee Personal Wireless Telephone Numbers

The following information held by any public agency in
personnel records, public employment related records,
volunteer rosters, or included in ang mailing list of
employees or volunteers of any public agency: Residential
addresses, residential telephone numbers, personal
wireless telephone numbers, personal electronic mail
addresses, social securit% numbers, driver's license
numbers, identicard numbers, and emergency contact
information of employees ... of a public agency, and the
names, dates of birth, residential addresses, residential
telephone numbers, personal wireless telephone numbers,
personal electronic mail addresses, social security
numbers, and emergency contact information of
dependents of employees ... of a public agency.

The redacted information is an employee wireless telephone
number.

42.56.250(4)

[7]

Employee Birth Date

The following information held by any public agency in
personnel records, public employment related records,
volunteer rosters, or included in ang mailing list of
employees or volunteers of any public agency: Residential
addresses, residential telephone numbers, personal
wireless telephone numbers, personal electronic mail
addresses, social security numbers, driver's license
numbers, identicard numbers, and emergency contact
information of employees ... of a public agency, and the
names, dates of birth, residential addresses, residential
telephone numbers, personal wireless telephone numbers,
personal electronic mail addresses, social security
numbers, and emergency contact information of
dependents of employees ... of a public agency.

The redacted information is an employee birth date.

42.56.250(4)

[8]

Employee Personal Email Address

The following information held by any public agency in
personnel records, public employment related records,
volunteer rosters, or included in ang mailing list of
employees or volunteers of any public agency: Residential
addresses, residential telephone numbers, personal
wireless telephone numbers, personal electronic mail
addresses, social securit% numbers, driver's license
numbers, identicard numbers, and emergency contact
information of employees ... of a public agency, and the
names, dates of birth, residential addresses, residential
telephone numbers, personal wireless telephone numbers,
personal electronic mail addresses, social security

42.56.250(4)
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numbers, and emergency contact information of
dependents of employees ... of a public agency.

The redacted information is an employee email address.

[9]

Employee Driver License Number

The following information held by any public agency in
personnel records, public employment related records,
volunteer rosters, or included in any mailing list of
emcFonees or volunteers of any public agency: Residential
addresses, residential telephone numbers, personal
wireless telephone numbers, personal electronic mail
addresses, social security numbers, driver's license
numbers, identicard numbers, and emergency contact
information of employees ... of a public agency, and the
names, dates of birth, residential addresses, residential
telephone numbers, personal wireless telephone numbers,
personal electronic mail addresses, social security
numbers, and emergency contact information of
dependents of employees ... of a public agency.

The redacted information is an employee driver license
number.

42.56.250(4), RCW
42.56.050,

[10]

Employee Dependent (children or spouse) Names

The following information held by any public agency in
personnel records, public employment related records,
volunteer rosters, or included in ang mailing list of
employees or volunteers of any public agency: Residential
addresses, residential telephone numbers, personal
wireless telephone numbers, personal electronic mail
addresses, social securit% numbers, driver's license
numbers, identicard numbers, and emergency contact
information of employees ... of a public agency, and the
names, dates of birth, residential addresses, residential
telephone numbers, personal wireless telephone numbers,
personal electronic mail addresses, social security
numbers, and emergency contact information of
dependents of employees ... of a public agency.

The redacted information is the name of a dependent child
or spouse of employee.

42.56.250(4)

[11]

Employee Dependent (children or spouse) Address
The following information held by any public agency in
personnel records, public employment related records,
volunteer rosters, or included in ang mailing list of
employees or volunteers of any public agency: Residential
addresses, residential telephone numbers, personal
wireless telephone numbers, personal electronic mail
addresses, social securit% numbers, driver's license
numbers, identicard numbers, and emergency contact
information of employees ... of a public agency, and the
names, dates of birth, residential addresses, residential
telephone numbers, personal wireless telephone numbers,
personal electronic mail addresses, social security
numbers, and emergency contact information of
dependents of employees ... of a public agency.

42.56.250(4)
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The redacted information is an employee dependent
address.

Security:

[12]

Information regarding the infrastructure and security of
computer and telecommunications networks.

Information may include security passwords, security
access codes and programs, access codes for secure
software applications, security and service recovery plans,
security risk assessments, and security test results to the
extent that they identify specific system vulnerabilities, and
other such information the release of which may increase
risk to the confidentiality, integrity, or availability of agency
security, information technology infrastructure, or assets.

The redacted information contains security risk
assessments and test results.

RCW 42.56.420(1); RCW
42.56.420(4)

Applicant Information:

[13]

Employment Applicant’s Name - Applications for public
employment, including names of applicants, resumes and
other related materials submitted with respect to an applicant
are exempt from disclosure.

The redacted information is the applicant’'s name.

RCW 42.56.250(2) and
RCW 42.56.050.

[14]

Employment Applicant’s Telephone Number -
Applications for public employment, including names of
applicants, resumes and other related materials submitted
with respect to an applicant are exempt from disclosure.

The redacted information is the applicant’s personal
telephone number.

RCW 42.56.250(2) and
RCW 42.56.050.

[15]

Employment Applicant’s Date of Birth - Applications for
public employment, including names of applicants, resumes
and other related materials submitted with respect to an
applicant are exempt from disclosure.

The redacted information is the date of birth.

RCW 42.56.250(2) and
RCW 42.56.050.

PUD Records:

[16]

Public Utility & Transportation Exemptions

Residential addresses and phone numbers in public utility
records.

42.56.330(2)
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The information redacted is either a residential address or
phone number of a PUD client.

Student Information:

[17] Student Name

Personal information in any files maintained for students in
public schools, patients or clients of public institutions or
public health agencies, or welfare recipients;[RCW
42.56.230(1)]

20 U.S.Code 1232g(b)(1), states in part:

No funds shall be made available under any applicable
program to any education agency or institution which has a
policy or practice of permitting the release of education
records (...) of students without the written consent of their
parents to any individual, agency, or organization, other ...

The redacted information is the student’s name.

See RCW 42.56.070(1);
RCW 42.56.050; RCW
42.56.230(1); and 20 U.S.C.
§ 1232g Family education
and privacy rights.

[18] Student ID/Identifier

Personal information in any files maintained for students in
public schools, patients or clients of public institutions or
public health agencies, or welfare recipients;[RCW
42.56.230(1)]

20 U.S.Code 1232g(b)(1), states in part:

No funds shall be made available under any applicable
program to any education agency or institution which has a
policy or practice of permitting the release of education
records (...) of students without the written consent of their
parents to any individual, agency, or organization, other ...

The redacted information is the student ID number or other
number identifier.

See RCW 42.56.070(1);
RCW 42.56.050; RCW
42.56.230(1); and 20 U.S.C.
§ 1232g Family education
and privacy rights.

[19] Student Birth Date/Age

Personal information in any files maintained for students in
public schools, patients or clients of public institutions or
public health agencies, or welfare recipients;[RCW
42.56.230(1)]

20 U.S.Code 1232g(b)(1), states in part:
No funds shall be made available under any applicable

program to any education agency or institution which has a
policy or practice of permitting the release of education

See RCW 42.56.070(1);
RCW 42.56.050; RCW
42.56.230(1); and 20 U.S.C.
§ 1232g Family education
and privacy rights.

Page 5 of 12






SAO
Master Redaction Code Listing

(Not All Codes Used For Every Request)

records (...) of students without the written consent of their
parents to any individual, agency, or organization, other ...

The redacted information is the student’s birthdate or age.

[20]

Student Gender

Personal information in any files maintained for students in
public schools, patients or clients of public institutions or
public health agencies, or welfare recipients;[RCW
42.56.230(1)]

20 U.S.Code 1232g(b)(1), states in part:

No funds shall be made available under any applicable
program to any education agency or institution which has a
policy or practice of permitting the release of education
records (...) of students without the written consent of their
parents to any individual, agency, or organization, other ...

The redacted information is the student’s gender.

See RCW 42.56.070(1);
RCW 42.56.050; RCW
42.56.230(1); and 20 U.S.C.
§ 1232g Family education
and privacy rights.

[21]

Student Grade

Personal information in any files maintained for students in
public schools, patients or clients of public institutions or
public health agencies, or welfare recipients;[RCW
42.56.230(1)]

20 U.S.Code 1232g(b)(1), states in part:

No funds shall be made available under any applicable
program to any education agency or institution which has a
policy or practice of permitting the release of education
records (...) of students without the written consent of their
parents to any individual, agency, or organization, other ...

The redacted information is the student’s grade.

See RCW 42.56.070(1);
RCW 42.56.050; RCW
42.56.230(1); and 20 U.S.C.
§ 1232g Family education
and privacy rights.

[22]

Student Address

Personal information in any files maintained for students in
public schools, patients or clients of public institutions or
public health agencies, or welfare recipients;[RCW
42.56.230(1)]

20 U.S.Code 1232g(b)(1), states in part:

See RCW 42.56.070(1);
RCW 42.56.050; RCW
42.56.230(1); and 20 U.S.C.
§ 1232g Family education
and privacy rights.
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No funds shall be made available under any applicable
program to any education agency or institution which has a
policy or practice of permitting the release of education
records (...) of students without the written consent of their
parents to any individual, agency, or organization, other ...

The redacted information is the student’s home address.

Taxpayer Information:

[23]

Tax Information - RCW 82.32.330 Disclosure of return or
tax information, states in part:

(1)(c) “Tax Information” states in part, “nothing in this
chapter requires any person possessing data, material, or
documents made confidential and privileged by this section
to deleted information from such data, material, or
documents so as to permit its disclosure[.]”

(1)(e) “Taxpayer identity: means the taxpayer’'s name, . . .
or any other information disclosing the identity of the
taxpayer; (2) Returns and tax information are confidential
and privileged, and except as authorized by this section,
neither the department of revenue nor any other person
may disclose any return or tax information;

The redacted information is information that would identify
the taxpayer and is therefore exempt from disclosure.

RCW 82.32.330;
RCW 42.56.070(1)

[24]

Tax Information.

The redacted information is information that would identify
the taxpayer and is therefore exempt from disclosure.

The redacted information is either a UBI or TIN number.

RCW 51.16.070; RCW
42.56.230; RCW 42.56.250

Whistleblower |

nformation:

[25]

Whistleblower Information. RCW 42.40.040(2), states in
part:

Subiject to subsection (5)(c) of this section, the identity or
identifying characteristics of a whistleblower is confidential
at all times unless the whistleblower consents to disclosure
by written waiver or by acknowledging his or her identity in
a claim against the state for retaliation.

The redacted information contains the name, phone
number, address or email address, position and or state
agency name that would reveal the identity of the
whistleblower.

RCW 42.40.040(2);
RCW 42.56.070(1)
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[26]

Whistleblower Information. RCW 42.40.040(2), states in
part:

Subiject to subsection (5)(c) of this section, the identity or
identifying characteristics of a whistleblower is confidential
at all times unless the whistleblower consents to disclosure
by written waiver or by acknowledging his or her identity in
a claim against the state for retaliation.

The redacted information contains information that is
specific enough to reveal the identity of the whistleblower.

RCW 42.40.040(2);
RCW 42.56.070(1)

[27]

Witness Information. RCW 42.40.040(2), states in part:
In addition, the identity or identifying characteristics of any
person who in good faith provides information in an
investigation under this section is confidential at all times,
unless the person consents to disclosure by written waiver
or by acknowledging his or her identity as a withess who
provides information in an investigation.

The redacted information contains the name, phone
number, address or email address, position and or state
agency name that would reveal the identity of a witness.

RCW 42.40.040(2);
RCW 42.56.070(1)

[28]

Witness Information. RCW 42.40.040(2), states in part:
In addition, the identity or identifying characteristics of any
person who in good faith provides information in an
investigation under this section is confidential at all times,
unless the person consents to disclosure by written waiver
or by acknowledging his or her identity as a withess who
provides information in an investigation.

The redacted information contains information that is
specific enough to reveal the identity of the witness.

RCW 42.40.040(2);
RCW 42.56.070(1)

Attorney/Client:

[29]

Attorney Client Privilege.

Communication from attorney to client for the purpose of
providing legal advice. Alternatively, communications from
client to attorney for the purpose of obtaining legal advice.

The redacted information is legal advice.

RCW 42.56.070(1); RCW
5.60.060(2)(a)

Miscellaneous:

[30]

Employment and licensing.

(4) The following information held by any public agency in
personnel records, public employment related records,
volunteer rosters, or included in any mailing list of
employees or volunteers of any public agency: Residential
addresses, residential telephone numbers, personal

wireless telephone numbers, personal email addresses,

RCW 42.56.250(4)
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social security numbers, driver's license numbers,
identicard numbers, and emergency contact information of
employees or volunteers of a public agency, and the
names, dates of birth, residential addresses, residential
telephone numbers, personal wireless telephone numbers,
personal email addresses, social security numbers, and
emergency contact information of dependents of
employees or volunteers of a public agency.

The redacted information contains identifying information
such as identicard numbers.

[31]

Vehicle Registration Information.

Each agency, in accordance with published rules, shall
make available for public inspection and copying all public
records, unless the record falls within the specific
exemptions of subsection (8) of this section, this chapter, or
other statute which exempts or prohibits disclosure of
specific information or records. To the extent required to
prevent an unreasonable invasion of personal privacy
interests protected by this chapter, an agency shall delete
identifying details in a manner consistent with this chapter
when it makes available or publishes any public record;
however, in each case, the justification for the deletion shall
be explained fully in writing.

The redacted information contains all information listed on
a vehicle registration.

18 U.S.C. §§2721,272(3);
RCW 42.56.070(1)

[32]

Vessel Information.
Disclosure of names and addresses of individual vehicle

and vessel owners.

The redacted information contains all information listed on
a vessel registration.

RCW 42.12.635

[33]

Investigative, law enforcement, and crime victims.
Information revealing the identity of persons who are
witnesses to or victims of crime or who file complaints with
investigative, law enforcement, or penology agencies, other
than the commission, if disclosure would endanger any
person's life, physical safety, or property.

The redacted information contains any information
revealing the persons involved.

RCW 42.56.240(2)
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[34]

Agency party to controversy.

Records that are relevant to a controversy to which an
agency is a party but which records would not be available
to another party under the rules of pretrial discovery for
causes pending in the superior courts are exempt from
disclosure under this chapter.

The communications involve an active lawsuit and are
communications from the Attorney General’s Office.

RCW 42.56.290

[35]

Invasion of Privacy.

A person's "right to privacy," "right of privacy," "privacy," or
"personal privacy," as these terms are used in this chapter,
is invaded or violated only if disclosure of information about
the person: (1) Would be highly offensive to a reasonable
person, and (2) is not of legitimate concern to the public.
The provisions of this chapter dealing with the right to
privacy in certain public records do not create any right of
privacy beyond those rights that are specified in this
chapter as express exemptions from the public's right to
inspect, examine, or copy public records.

The redacted information would be an invasion of privacy.

RCW 42.56.050

DSHS Client Records

[36]

Client Name.

In addition, a DSHS Client file contains information
protected by Health Insurance Portability and Accountability
Act of 1996 (HIPAA) which must be de-identified pursuant
to 45 CFR 164.514(b)(2)(i)(A).

The redacted information is a DSHS client name.

RCW 42.56.230(1), RCW
74.04.060(1), RCW
42.56.070(1), and 42
U.S.C. 1320d - d-9.

[37]

Client Phone Number.
In addition, a client file contains information protected by

HIPAA which must be de-identified pursuant to 45 CFR
164.514(b)(2)(i)(G).

The redacted information is a DSHS client Phone #.

RCW 74.04.060(1), RCW
42.56.070(1), RCW
42.56.230(1); and 42
U.S.C. 1320d - d-9.

[38]

Client Address.

RCW 74.04.060(1), RCW
42.56.070(1), RCW
42.56.230(1); and 42
U.S.C. 1320d - d-9.
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In addition, a client file contains information protected by
HIPAA which must be de-identified pursuant to 45 CFR
164.514(b)(2)(i)(G).

The redacted information is a DSHS client Address.

[39] Client Social Security Number. 42 USC §
405(c)(2)(C)(viii)(I); RCW
Social security account numbers and related records (tax 42.56.070(1)
ID numbers) that are obtained or maintained by authorized
persons under law are confidential and no authorized
person shall disclose any social security account number or
related record (tax ID numbers)
The redacted information is a client Social Security number.
[40] Client Date of Birth. RCW 74.04.060(1),
RCW 42.56.070(1),
In addition, a client file contains information protected by RCW 42.56.230(1); and
HIPAA which must be de-identified pursuant to 45 CFR o
164.514(b)(2)(i)(G). 42 U.S.C. 1320d - d-9.
The redacted information is a client DOB.
[41] Client ID #. RCW 74.04.060(1),
RCW 42.56.070(1),
In addition, a client file contains information protected by RCW 42.56.230(1); and
HIPAA which must be de-identified pursuant to 45 CFR 49 13204 - d-
164.514(b)(2)(i)(G). U.S.C. 1320d - d-9.
The redacted information is a client ID #
Contracting:
[42] Competitive bidding—Written protests—Notice of RCW 39.04.105

contract execution.

(1) Within two business days of the bid opening on a public works project that is
the subject of competitive bids, the municipality must provide, if requested by a
bidder, copies of the bids the municipality received for the project. The
municipality shall then allow at least two full business days after providing bidders
with copies of all bids before executing a contract for the project. Intermediate
Saturdays, Sundays, and legal holidays are not counted.

(2) When a municipality receives a written protest from a bidder for a public works
project that is the subject of competitive bids, the municipality must not execute a
contract for the project with anyone other than the protesting bidder without first
providing at least two full business days' written notice of the municipality's intent
to execute a contract for the project; provided that the protesting bidder submits
notice in writing of its protest no later than:

(a) Two full business days following bid opening, if no bidder requested
copies of the bids received for the project under subsection (1) of this section; or
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(b) Two full business days following when the municipality provided
copies of the bids to those bidders requesting bids under subsection (1) of this
section. Intermediate Saturdays, Sundays, and legal holidays are not counted.

The redacted information is vendor proprietary information.

[43]

Financial, Commercial and Proprietary Information.

The redacted information is vendor proprietary information.

RCW 42.56.270(11)(a)
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K689-RFQQ-2203 Security Assessment Services
Total Points Evaluator Evaluator Evaluator Evaluator Evaluator Evaluator

Vendor - Accenture Possible Jc MH EL SF Average _ Proposed Cost_Price Weight

35 21.00 | 3000 3000 35.00 30.00 28.00 2000 |'g 1p6668| 072
Staffing/Resumes 30 1800 | 2500 20.00 30.00 30.00 24.00 2450
Sample Report 15 6.00 13.00 12.00 10.00 13.00 9.00 10.50
Exec Order 18-03/WA Small Bus/Veteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 Sindod Houry Rate
Subtotal 90 50 73 67 80 78 66 69
Cost Proposal Score - Hourly Rate 5 131 191 175 2.09 204 172 180 | 25| 235
Cost Proposal Score - Sample Project 5 040 058 054 064 062 053 055
Total Score 100 51.71 75.49 69.29 8273 80.66 68.25 71.36

35 1400 | 18.00 21.00 35.00 30.00 2000 2300 |'g 30820 389
Staffing/Resumes 30 1800 | 2000 15.00 30.00 30.00 18.00 21.83
Sample Report 15 3.00 8.00 8.00 12.00 0.00 6.00 6.17
Exec Order 18-03/WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 Blended Hour Rate
Subtotal 2 40 51 49 8 65 49 56
Cost Proposal Score - Hourly Rate 5 1.56 1.98 191 319 253 1.91 218 | g 71| ss0
Cost Proposal Score - Sample Project 5 1.73 220 212 3.54 281 212 242
Total Score 100 43.29 | 5548 53.03 88.73 70.34 53.03 60.60

35 2100 | 2600 16.00 35.00 35.00 26.00 2650 |'g 48007 | 250
Staffing/Resumes 30 6.00 21.00 15.00 30.00 30.00 23.00 20.83
Sample Report 15 6.00 8.00 7.00 13.00 7.00 9.00 833
Exec Order 18-03/WA Small BusVeteran Owned 10 5.00 5.00 500 5.00 5.00 5.00 5.00 Blended Hour Rale
Subtotal 2 38 60 43 83 77 63 61
Cost Proposal Score - Hourly Rate 5 1.08 1.70 122 235 218 179 172 | g 25| 255
Cost Proposal Score - Sample Project 5 1.06 167 1.19 231 214 175 1,69
Total Score 100 20.14 | 6337 45.41 87.66 81.32 66.54 64.07

35 21.00 | 29.00 21.00 35.00 35.00 27.00 2800 |'g 79800 150
Staffing/Resumes 30 1200 | 2200 17.00 30.00 30.00 26.00 22.83
Sample Report 15 9.00 12.00 10.00 10.00 13.00 9.00 10.50
Exec Order 18-03/WA Small BusVeteran Owned 10 000 0.00 000 0.00 0.00 0.00 0.00 Blended Hour Rate
Subtotal 2 42 63 48 75 78 62 61
Cost Proposal Score - Hourly Rate 5 144 216 164 257 267 2.12 210 | g 105| 308
Cost Proposal Score - Sample Project 5 070 1.05 080 125 1.30 1.03 1.02
Total Score 100 2414 | 66.21 50.44 78.82 81.97 65.15 64.46

35 21.00 | 3200 14.00 35.00 30.00 21.00 2550 |'g  gro72| 148
Staffing/Resumes 30 6.00 20.00 14.00 30.00 30.00 18.00 19.67
Sample Report 15 6.00 10.00 12.00 4.00 15.00 10.00 9.50
Exec Order 18-03/WA Small BusNVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 Blended Hour Rale
Subtotal 20 38 67 31 74 80 54 60
Cost Proposal Score - Hourly Rate 5 176 3.10 1.44 343 371 250 266 | g 1s| 417
Cost Proposal Score - Sample Project 5 062 1.10 051 122 1.32 0.89 094
Total Score 100 20.38 | 71.20 32.95 78.65 85.03 57.39 63.27

35 2800 | 29.00 21.00 35.00 35.00 28.00 2933 |'g 118903 1.01
Staffing/Resumes 30 24.00 | 27.00 20.00 30.00 30.00 20.00 2517
Sample Report 15 6.00 12.00 9.00 4.00 7.00 9.00 7.83
Exec Order 18-03WA Small BusNVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 Blended Hour Rale
Subtotal 2 63 73 55 74 77 62 67
Cost Proposal Score - Hourly Rate 5 282 3.27 246 331 345 278 302 |g 10| 403
Cost Proposal Score - Sample Project 5 071 0.82 062 083 0.86 070 076
Total Score 100 66.53 | 77.09 58.08 78.14 8131 65.48 71.11

35 2100 | 1500 3000 15.00 30.00 20.00 s 99500 | 121
Staffing/Resumes 30 2800 | 1500 20.00 15.00 30.00 12.00
Sample Report 15 9.00 12.00 8.00 6.00 7.00 9.00
Exec Order 18-03/WA Small BusNVeteran Owned 10 10.00 | 1000 10.00 10.00 10.00 10.00 Blended Hour Rate
Subtotal 20 68 52 68 46 77 51
Cost Proposal Score - Hourly Rate 5 317 243 317 215 359 238 s 13| a20
Cost Proposal Score - Sample Project 5 091 070 091 062 1.04 069
Total Score 100 72.08 | 5543 72.08 28.77 81.63 54.07

35 1400 | 23.00 21.00 25.00 30.00 23.00 2267 g 48125 249
Staffing/Resumes 30 6.00 15.00 15.00 15.00 30.00 16.00 16.17
Sample Report 15 6.00 11.00 9.00 15.00 7.00 12.00 10.00
Exec Order 18-03/WA Small BusNVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 Blended Hour Rate
Subtotal 2 31 54 50 60 72 56 54
Cost Proposal Score - Hourly Rate 5 118 2.06 1.91 229 274 213 205 | g 75| 343
Cost Proposal Score - Sample Project 5 086 149 1.38 1.66 1.99 155 1.49
Total Score 100 33.04 | 5755 53.29 63.95 76.73 59.68 57.37

35 3500 | 34.00 33.00 32.00 35.00 28.00 3283 g 29920 401
Staffing/Resumes 30 3000 | 28.00 28.00 30.00 30.00 24.00 28.33
Sample Report 15 1200 | 15.00 13.00 15.00 7.00 12.00 12.33
Exec Order 18-03/WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 Blended Hour Rate
Subtotal 20 82 82 79 82 77 69 79
Cost Proposal Score - Hourly Rate 5 322 322 310 322 3.02 271 308 |g 70| 353
Cost Proposal Score - Sample Project 5 365 3.65 352 3.65 3.43 3.07 350
Total Score 100 88.87 | 88.87 85.62 88.87 83.45 7478 85.08

35 21.00 | 2300 3000 35.00 35.00 24.00 2800 |'g 42000 286
Staffing/Resumes 30 2400 | 2200 25.00 30.00 30.00 18.00 24.83
Sample Report 15 6.00 8.00 11.00 10.00 0.00 9.00 7.33
Exec Order 18-03WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 Blended Hour Rate
Subtotal 2 56 58 71 80 70 56 65
Cost Proposal Score - Hourly Rate 5 213 221 2.71 3.05 267 213 248 | g 75| 343
Cost Proposal Score - Sample Project 5 178 1.84 226 254 222 178 207
Total Score 100 59.91 62.05 75.97 85.50 74.89 59.91 69.72

35 1400 | 2400 32.00 35.00 35.00 26.00 2767 g 298352 | 0.40
Staffing/Resumes 30 1800 | 18.00 22.00 30.00 30.00 17.00 2250
Sample Report 15 9.00 13.00 15.00 15.00 0.00 12.00 10.67
Exec Order 18-03/WA Small BusNVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 500 Blended Hour Rate
Subtotal 2 46 60 74 85 70 60 66
Cost Proposal Score - Hourly Rate 5 090 147 1.45 1.66 137 147 129 | g a| 176
Cost Proposal Score - Sample Project 5 020 027 033 038 031 027 029
Total Score 100 47.10 | 6144 75.78 87.04 71.68 61.44 67.41

35 7.00 23.00 21.00 15.00 30.00 21.00 1950 [  sg000| 2414
Staffing/Resumes 30 6.00 25.00 12.00 15.00 30.00 20.00 18.00
Sample Report 15 000 5.00 7.00 0.00 0.00 6.00 3.00
Exec Order 18-03WA Small BusVeteran Owned 10 000 0.00 000 0.00 0.00 0.00 000 Blended Hour Rate
Subtotal 2 13 53 40 30 60 47 41
Cost Proposal Score - Hourly Rate 5 025 1.01 0.76 057 1.14 0.89 077 | 0| 1m
Cost Proposal Score - Sample Project 5 031 1.26 095 071 143 1.12 096
Total Score 100 1356 | 55.27 4171 31.28 62.57 29.01 42.23

35 2800 | 2600 32.00 35.00 35.00 28.00 3067 |g 175000 069
Staffing/Resumes 30 1800 | 24.00 25.00 30.00 30.00 18.00 24.17
Sample Report 15 9.00 10.00 12.00 13.00 13.00 9.00 11.00
Exec Order 18-03/WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 Blended Hour Rate
Subtotal 2 60 65 74 83 83 60 71
Cost Proposal Score - Hourly Rate 5 322 0.00 0.00 0.00 0.00 0.00 054 | g 160 | 355
Cost Proposal Score - Sample Project 5 365 0.00 000 0.00 0.00 0.00 061
Total Score 100 66.87 | 65.00 74.00 83.00 83.00 60.00 71.98

35 2800 | 31.00 28.00 35.00 35.00 31.00 s  55800| 215
Staffing/Resumes 30 2400 | 2800 15.00 20.00 30.00 25.00
Sample Report 15 9.00 12.00 12.00 15.00 13.00 12.00
Exec Order 18-03WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 Blended Hour Rate
Subtotal 20 66 76 60 75 83 73
Cost Proposal Score - Hourly Rate 5 284 327 258 323 357 314 s 155 | 387

Cost Proposal Score - Sample Project 5 1.58 1.82 1.43 1.79 1.98 1.74





Total Points Evaluator Evaluator Evaluator Evaluator Evaluator Evaluator

Vendor - Lumen Possible J MH

35 21.00 | 1500 20.00 35.00 35.00 30.00 2600 |'g  gass0| 142
Staffing/Resumes 30 1800 | 2200 25.00 30.00 30.00 20.00 24.17
Sample Report 15 2.00 10.00 14.00 13.00 14.00 14.00 12.33
Exec Order 18-03/WA Small BusNVeteran Owned 10 000 0.00 000 0.00 0.00 0.00 0.00 s Houry Rate
Subtotal 2 48 47 59 78 79 64 63
Cost Proposal Score - Hourly Rate 5 2.00 1.96 246 3.25 3.29 267 054 | g 60| 375
Cost Proposal Score - Sample Project 5 076 074 093 123 125 1.01 061
Total Score 100 50.76 | 49.70 62.39 82.48 83.54 67.68 63.65

35 21.00 | 2300 28.00 35.00 30.00 24.00 2683 |g 45020 256
Staffing/Resumes 30 1800 | 27.00 25.00 30.00 30.00 24.00 2567
Sample Report 15 9.00 11.00 12.00 15.00 13.00 13.00 12.17
Exec Order 18-03/WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 ered Houry Rate
Subtotal % 53 66 70 85 78 66 70
Cost Proposal Score - Hourly Rate 5 2.08 259 2.75 3.33 3.06 259 273 | g 70| 353
Cost Proposal Score - Sample Project 5 151 1.88 1.99 242 222 1.88 1.98
Total Score 100 56.59 | 7047 74.74 90.75 83.28 70.47 74.38

35 1400 | 3200 32.00 35.00 35.00 28.00 s  58200| 206
Staffing/Resumes 30 1800 | 24.00 28.00 30.00 30.00 18.00
Sample Report 15 6.00 12.00 13.00 12.00 0.00 12.00
Exec Order 18-03/WA Small BusNVeteran Owned 10 000 0.00 0.00 0.00 0.00 0.00 s Houry Rate
Subtotal 2 38 68 73 77 65 58
Cost Proposal Score - Hourly Rate 5 1.45 259 2.78 293 248 221 s 75| 343
Cost Proposal Score - Sample Project 5 087 156 1.67 176 149 1.33
Total Score 100 20.32 | 7245 77.45 81.69 68.97 61.54

35 1400 | 2000 21.00 35.00 35.00 26.00 2517 g gas00| 144
Staffing/Resumes 30 1200 | 22,00 15.00 30.00 30.00 20.00 2150
Sample Report 15 3.00 800 12.00 14.00 7.00 10.00 9.00
Exec Order 18-03WA Small BusNVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 ered Houry Rate
Subtotal 20 34 55 53 84 77 61 61
Cost Proposal Score - Hourly Rate 5 322 0.00 0.00 0.00 0.00 0.00 054 | g 20| 240
Cost Proposal Score - Sample Project 5 365 0.00 0.00 0.00 0.00 0.00 061
Total Score 100 20.87 | 55.00 53.00 84.00 77.00 61.00 61.81

35 1400 | 2300 21.00 35.00 30.00 21.00 2400 |'g 99330 | 121
Staffing/Resumes 30 1800 | 26.00 15.00 15.00 30.00 22.00 21.00
Sample Report 15 1200 | 1500 12.00 15.00 15.00 12.00 13.50
Exec Order 18-03/WA Small BusVeteran Owned 10 500 5.00 5.00 5.00 5.00 5.00 5.00 s Houry Rate
Subtotal % 49 69 53 70 80 60 64
Cost Proposal Score - Hourly Rate 5 152 214 1.64 217 248 1.86 197 | 25| 270
Cost Proposal Score - Sample Project 5 066 093 071 094 1.08 081 086
Total Score 100 51.48 | 7207 55.35 7341 83.56 62.67 66.32

35 1400 | 27.00 25.00 35.00 35.00 25.00 2683 |g 24000 500
Staffing/Resumes 30 1200 | 23.00 15.00 30.00 30.00 20.00 2167
Sample Report 15 9.00 12.00 12.00 15.00 14.00 9.00 11.83
Exec Order 18-03WA Small BusVeteran Owned 10 1000 | 1000 10.00 10.00 10.00 10.00 10.00 ered Houry Rate
Subtotal % 45 72 62 90 89 64 70
Cost Proposal Score - Hourly Rate 5 250 4.00 344 5.00 4.94 3.56 391 | 120| 500
Cost Proposal Score - Sample Project 5 250 400 344 5.00 494 3.56 391
Total Score 100 50.00 | 80.00 68.88 100.00 | 98.88 7112 78.15

35 21.00 | 29.00 32.00 35.00 35.00 25.00 2950 g 135040 088
Staffing/Resumes 30 1200 | 2200 25.00 25.00 30.00 20.00 22.33
Sample Report 15 9.00 13.00 14.00 14.00 14.00 12.00 12.67
Exec Order 18-03/WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 ered Houry Rate
Subtotal 20 47 69 76 79 84 62 70
Cost Proposal Score - Hourly Rate 5 1.92 282 311 3.23 343 254 284 | g 163| 368
Cost Proposal Score - Sample Project 5 046 067 074 077 082 061 068
Total Score 100 29.38 | 7249 79.85 83.00 88.25 65.15 73.02

35 2800 | 27.00 32.00 35.00 35.00 28.00 3083 g 125036 | 095
Staffing/Resumes 30 1800 | 2900 26.00 30.00 30.00 20.00 2550
Sample Report 15 6.00 12.00 11.00 15.00 14.00 11.00 11.50
Exec Order 18-03WA Small BusNVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 ered Houry Rate
Subtotal 20 57 73 74 85 84 64 73
Cost Proposal Score - Hourly Rate 5 1.40 179 1.82 2.09 2.06 157 179 | g a2 | 2:
Cost Proposal Score - Sample Project 5 0.60 077 078 0.90 0.89 068 077
Total Score 100 59.00 | 7556 76.60 87.99 86.95 66.25 75.39

35 21.00 | 2200 32.00 35.00 35.00 27.00 2867 g 70400 170
Staffing/Resumes 30 1800 | 24.00 28.00 30.00 30.00 22.00 25.33
Sample Report 15 9.00 7.00 10.00 15.00 0.00 10.00 8.50
Exec Order 18-03/WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 ered Houry Rate
Subtotal 2 53 58 75 85 70 64 68
Cost Proposal Score - Hourly Rate 5 221 242 313 354 292 267 282 | g 00| 375
Cost Proposal Score - Sample Project 5 1.00 1.10 1.42 161 132 121 1.28
Total Score 100 56.21 61.52 79.55 90.15 74.24 67.88 71.59

35 1400 | 2400 3000 35.00 30.00 26.00 2650 1§ 115200 1.04
Staffing/Resumes 30 1200 | 2400 27.00 30.00 30.00 20.00 23.83
Sample Report 15 1200 | 13.00 13.00 14.00 10.00 12.00 12.33
Exec Order 18-03/WA Small BusNVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 ered Houry Rate
Subtotal 20 43 66 75 84 75 63 68
Cost Proposal Score - Hourly Rate 5 119 1.83 2.08 233 2.08 175 188 | g 20| 250
Cost Proposal Score - Sample Project 5 0.50 076 087 097 087 073 078
Total Score 100 2469 | 6850 77.95 87.30 77.95 65.48 70.33

35 1200 | 2600 21.00 30.00 35.00 24.00 2467 |'g 285000 | 042
Staffing/Resumes 30 6.00 24.00 20.00 20.00 30.00 20.00 20.00
Sample Report 15 3.00 400 6.00 5.00 0.00 8.00 4.33
Exec Order 18-03/WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 ered Houry Rate
Subtotal 2 26 59 52 60 70 57 54
Cost Proposal Score - Hourly Rate 5 1.16 262 231 267 311 253 240 | 150 | 400
Cost Proposal Score - Sample Project 5 012 028 024 028 033 027 025
Total Score 100 27.28 | 61.90 54.55 62.95 73.44 59.80 56.65

35 1400 | 2500 3000 35.00 35.00 25.00 2133 |g 72640 165
Staffing/Resumes 30 1200 | 2200 13.00 20.00 30.00 20.00 19.50
Sample Report 15 1200 | 1500 10.00 15.00 15.00 13.00 13.33
Exec Order 18-03/WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 ered Houry Rate
Subtotal 20 58 75 85 63 65
Cost Proposal Score - Hourly Rate 5 1.55 2.00 227 1.68 174 | g 20| 240
Cost Proposal Score - Sample Project 5 1.06 138 156 1.16 1.20
Total Score 100 60.61 78.38 88.83 65.84 68.10

35 14.00 35.00 30.00 28.00 2250 1§ o64585| 045
Staffing/Resumes 30 15.00 20.00 30.00 23.00 19.50
Sample Report 15 9.00 14.00 7.00 10.00 933
Exec Order 18-03/WA Small BusVeteran Owned 10 5.00 5.00 5.00 5.00 5.00 ered Houry Rate
Subtotal 2 43 74 72 66 56
Cost Proposal Score - Hourly Rate 5 050 0.86 0.84 077 066 | g se0|  1.05
Cost Proposal Score - Sample Project 5 022 037 036 033 028
Total Score 100 43.72 7523 73.20 67.10 57.27

Price Weiaht = Low Price/Vendors Price X Total Points Possible

Best Value Ratio = All other scored components/Total Available points for these components
Cost Score = Price Weiaht X Best Value Ratio

Low Price

Total cost for sample project $ 24000
Blended hourly rate $ 120





Vendor - Emagined
Vendor - SAC
Vendor - KPMG
Vendor - Soteria
Vendor - Online
Vendor - Shorebreak
Vendor - Inspira
Vendor - Spirent
Vendor - Accenture
Vendor - Deloitte
Vendor - Summit
Vendor - ERM
Vendor - Tevora
Vendor - GSG
Vendor - Peraton
Vendor - RSI
Vendor - BPM
Vendor - Berry Dunn
Vendor - Digitech
Vendor - Lumen
Vendor - CAl
Vendor - Plant Moran
Vendor - Affinity
Vendor - EideBailly
Vendor - WWT
Vendor - SystemSoft
Vendor - Guidepost

85.08
78.15
77.00
75.39
74.38
73.02
71.98
71.59
71.36
71.11
70.33
69.72
68.10
67.41
67.02
66.32
64.46
64.07
63.96
63.65
63.27
61.81
60.60
57.37
57.27
56.65
42.23

9.26
6.93
7.52
8.55
8.00

94.34
85.08
84.52
83.94
82.38
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Office of the Washington State Auditor
Pat McCarthy

November 7, 2023

Emagined Security

David Sockol, President & CEO
2816 San Simeon Way

San Carlos, CA 94070

RE: Office of the Washington State Auditor Request for Quotations and Qualifications K689-RFQQ-2303, Security
Assessment Services

The Office of the Washington State Auditor is pleased to announce Emagined Security, as the apparent successful
vendor to conduct security assessment services for the Office of the Washington State Auditor.

Please respond to this announcement within 24 hours to validate receipt of notice. We look forward to meeting with
you to discuss Emagined’s involvement on this project.

Points  Evaluator Evaluator Evaluator Evaluator Evaluator Evaluator Proposed Price
Vendor - Emagined Possible JC MH EL JT SF AH Average Cost Height
Experience 35 35.00 34.00 33.00 32.00 35.00 28.00 32.83 g 28 920 401
Staffing/Resumes 34 30.00 28.00 28.00 30.00 30.00 24.00 2833 ' )
Sample Report 15 12.00 15.00 13.00 15.00 7.00 12.00 12.33
Enec Order 18-03MA Small BusiYeteran Dwrne 10 5.00 5.00 5.00 5.00 5.00 5.00 5.00 Elended Haurly Fiato
Subtotal 50 a2 a2 78 a2 77 i) 79
Cost Preposal Score - Hourly Rate 5 3.22 322 310 3.22 3.02 271 3.08 5 170 353
Cost Proposal Score - Sample Project 5 3.65 3.65 3.52 3.65 3.43 3.07 3.50
Total Score 100 B85.87 88.87 85.62 88.87 83.45 74.78 85.08

Average interview score: 9.26/10
Total average score: 94.34

Best Regards,

Charteen O.. Patten

Charleen A. Patten

Financial Services Operations Manager
Office of the Washington State Auditor
P.O. Box 40031, Olympia WA 98504-0031
564.999.0941

contractmanager@sao.wa.gov
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